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1. He.]'[b, 3a/1a9YU ! INIAHUPYEMBIC PE3YJIbTAaThI oﬁyqemm o JMCIMIIJINHE
(Lenw u 3a0auu océoenus oucyunnunsi, coomeememayiowue yeau OII)

L[CJILIO OCBOCHHUA IUCHUITIIMHBI «HH(l)OpMaHI/IOHHaSI 0€e30IMaCHOCTD» SIBISETCS
IMOJIYYCHUC 0a30BBIX TCOPCTUICCKUX HpCI[CT&BJ'ICHHI?I 0 COBpPCMCHHBIX MCTOOAX H
CpCACTBaxX 3alllUTHI I/IH(l)OpMaHI/II/I N TIPAKTHYCCKHUX HABBIKOB HCIIOJIBb30BAHUA 3THUX
CPCACTB IIPH pCaIn3aliliy IMPOIrpaMMHBIX M aIlllapaTHBIX CPCIACTB HH(bOpMaHI/IOHHI)IX
CHCTEM MacITada MMpCAIpPUATHA

3aﬂaanI/I JUCHHUITIMHBI ABJIAIOTCA:

1. popmupoBanHue 3HAHUI

- TCPMUHOJIOTHU B obnactu HH(i)OpMaHHOHHOﬁ 0e30I1acHOCTH U 34U ThI

uHbOopMaIuu

- OCHOBHBIX HOPMAaTHBHBIX U MPABOBBIX AaKTOB, PErNIAMEHTHPYIOIUX chepy

MH(}OpPMATMOHHOW 0€30MaCHOCTH U 3alUThl HH(OpMAIUU
- IPUHIUIIOB OPTaHU3AlMU 321U THI HH(OPMALUU Ha IPEANPUSTUSAX;
- MEp U CPEJICTB 3AIUTHI HH(POpMALH

2. hbopMUpOBaHHE YMEHUI

- BBISIBIIATD OCHOBHBIE  BUJbI
MH(pOpMALINK;
- pa3pabaTbIBaTh

0€30MacHOCTH U 3aIUTHl HHPOPMAITUH
- KpunTorpadudeckue

KOH(DUICHIIUATEHOCTH UH(POPMAIIUH
3. hopmupoBaHue BIaICHUS:
- HABBIKAMW  TIPUMCHCHHS

HOPMATHUBHO-TEXHUYECKYIO JOKYMEHTAIUI0 C
TpeOOBaHMII HOPMATHUBHBIX M TMPABOBBIX AaKTOB B 00JacTd HUHPOPMAIMOHHOM

METObI

MPOrPaMMHO-AIAPATHBIX

yIpo3

oOecrieueHus LEJIOCTHOCTHU

CpEJICTB

obecrnieueHuss UHPOPMAIMOHHON OE30MaCHOCTH
- HaBBIKaMH MPOTPAMMHOHN peaTu3aiuy KpUNTorpadhuIecKux airOpUuTMOB

KomneTeHuuu u MHAMKATOPHI, PopMHUpyeMbIe Y 00YYaIOIIUXCS:

KOI[ N HAUMCHOBAaHHEC KOMIICTCHIINH

KOI[ 1 HAMMCHOBAHUC HWHAUKATOPA

OIIK-2 CriocobeH mOHUMATh TTPUHIIUITHI
paboThI COBPEMEHHBIX HH()OPMAITMOHHBIX
TEXHOJIOTHH U TPOTPaMMHBIX CPE/ICTB, B
TOM YHCJIE OTEYECTBCHHOTO POM3BOJICTBA,
Y UCTIONIb30BaTh MX MPH PEIICHUU 3a71a4
po¢eCCUOHATBHON JIEATETFHOCTH;

OIIK-2.2 Bnazneer HaBbIKaMH IPUMEHEHUS
UU(POBBIX TEXHOJIOTHH JUIsl peleHus 3aa4
poQecCHOHATIBHOM JeATENIFHOCTH C yYETOM
OCHOBHBIX TpeOoBaHMM HH()OPMALIMOHHON
0e3011acHOCTH

OIIK-3 CriocobeH pemiaTh CTaHIapTHBIE
3a7a4M npo(ecCHOHAIBHOMN A TeNbHOCTH
Ha OCHOBE MH(GOPMAITMOHHON 1
o6ubnuorpaduyeckoit KyabTyphl C
IpUMEHEHHEM HH(OPMAaIMOHHO-
KOMMYHUKAIIHOHHBIX TEXHOJIOTUH U C
YYETOM OCHOBHBIX TpeOOBaHHH
MH(POPMALMOHHOH 0€30MacHOCTH;

OIIK-3.1 Pemaer cranapTHbIe 33741
npo¢ecCUOHATBLHOMN JeSITETbHOCTH Ha OCHOBE
nH(pOpMaMOHHOMN 1 OubIMorpaduIecKon
KYJIBTYPHBI C IPUMEHEHHEM HH(OPMAIIMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTUI

OIIK-3.2 YuuTeIBaeT pH peLIeHUH 33124
IpoQeCcCHOHATIBHOM JeATEIbHOCTH OCHOBHBIE
TpeboBaHuUs K MH(POPMAITMOHHON
0€30MacHOCTH

U YSI3BUMOCTEM 0O€30MacHOCTH

Y4ETOM




2. MecTo TUCHMILTHHBI B cTPYKTYpe OIl

[IpeamecTByomume IUCUUILIMHBL (Moayin), npaktuku, HUP, nap.: Beicmas
matemaTnka, Pusuka, HWHbopMannoOHHBIE TEXHOJOTUH, ANTOPUTMH3AIMS U
IIPOrpaMMHUPOBAHUE

[Tocnenyroume AUCHUIIIMHEL (MOyH), ipaktuku, HUP, np.: Beinonxnenue u
3aI[UTa BBITYCKHOM KBAIU(PUKAITMOHHON paboThI

3. CTpyKTYypa u coep:kaHue TUCHHUITHHBI
3.1. CTpykTypa AMCUMILINHBI
Jlnst ouHoM (hopMbl 00yUEHUs

Buz y4eOHOM paboThI Beero | Beero |Cemectp(br)
3E 94acoB 3
OBIA S TPYJJOEMKOCTb JIVCLUTUINHEI 3 108 108
KOHTAKTHAS PABOTA* - 72 72
AYJIUTOPHAS PABOTA 2,0 68 68
Jlexumn 1,0 34 34
[TpakTueckue (CeMUHAPCKUE) 3aHITUS 0 0 0
JIabopaTopHbie pabOTbI 1,0 34 34
CAMOCTOSTEJIbBHAA PABOTA OBYYHAIOIIETI'OCA 1,0 40 40
[TpopaboTka yueOHOTrO MaTepuaia 1,0 40 40
KypcoBoii mpoekt 0 0 0
KypcoBas pabota 0 0 0
[ToaroToBka K MpOMEXYTOYHOM aTTeCTalluu 0 0 0
[TpomexyTOUHAS aTTeCTaIU: 3

Jlist 3a0uHOM PopMBI 0OYUCHHS

Bun yuebHoit paboTsl Bcero Beero | Cemectp(bl)
3E 4acoB 5
OBLLA S TPY JOEMKOCTD JUCUUTUINHBI 3 108 108
KOHTAKTHAA PABOTA* - 30 30
AYJINTOPHASI PABOTA 05 18 18
Jlexuun 0,3 10 10
[IpakTudeckue (CeMHUHAPCKUE) 3aHATHS 0 0 0
JlabopaTopHbie pabOTHI 0,2 8 8
CAMOCTOATEJIBHAA PABOTA OBYUAIOIIET'OCA 25 90 90
[TpopaboTtka yuebHOrO MaTrepuaia 24 86 86
KypcoBoii npoekt 0 0 0




Kypcoas pabora 0 0

[ToaroroBka K MpOMEKYTOYHOM aTTeCTalun 0,1 4

w| M~ O

HpOMG)KYTOLIHaSI arTccranus:

3.2. Conep:xaHue IMCUMILUIMHBI, CTPYKTYPUPOBAaHHOe 10 pa3jejaM M
BHUJaM 3aHATHH

Pasznennl Pacnipenenenue @opmei M | MHIEKCHI HHIUKATOPOB
JUCIIUILIAHBI a TPYAOEMKOCTH BU (hopMHUpyeMBIX
§ 110 BUJaM y4eOHOMN paboThl | koHTpOIIS KOMIIETEHLIMI
© Q9 ; o
S| 2B B
Paznen 1 14 4 4 0 6 TK1 OIIK-2.3, OIIK-3.3
Paznen 2 8 2 4 0 4 TK1 OIIK-2.VY, OIIK-3.3,
OIIK-3.Y
Paznen 3 18 4 8 0 6 TK2 OIIK-2.B, OIIK-3.VY,
OIIK-3.B
Pa3zpen 4 14 4 4 0 6 TK3 OIIK-2.Y, OIIK-3.3,
OIIK-3.Y
Paznen 5 14 4 4 0 6 TK3 OIIK-2.VY, OIIK-3.3,
OIIK-3.Y
Paznen 6 12 4 2 0 6 TK3 OIIK-2.3, OIIK-3.3
Paznen 7 18 4 8 0 6 TK4 OIIK-2.B, OIIK-3.3,
OIIK-3.Y
3auer 0 0 0 0 0 OM OIIK-2.B, OIIK-3.3,
OIIK-3.Y
Hroro 3a 3 cemectp 108 34 34 0 40
HUTOI'O 108 34 34 0 40

3.3. Conep:xaHue AMCUUTLTHHBI
Pa3znen 1. OcHoBHBIEC MOHATUS U HOPMATHBHO-TIpaBoBasi 0aza MH(GOPMaLMOHHON
0€30MacHOCTH
Tema 1.1. OcHOBHBIE TOHATHS UHHOPMAITMOHHON OE€30MTaCHOCTH
Tewma 1.2. T'ocynapcTBeHHas MOJUTHUKA B 00JaCTH MHPOPMAIIMOHHON 0€30MacHOCTH
Tema 1.3. Kiaccudukaums wuHbopmanmu, AOCTYIl K KOTOpPOHM OrpaHUYEH
dbenepaabHbIMU 3aKOHaMH PD
Tewma 1.4. Moaens yrpo3 6€301macHOCTH HHPOPMAIIUN TIPETPHUSITHS

Paznen 2. Ynpasnenue nun@opMalimoHHOM 6€301aCHOCTHIO

Tema 2.1. MexayHapoaHble U POCCUUCKHE CTaHIAApThl B chepe MHPpOpMAIIMOHHOM
0€30MacHOCTH

Tema 2.2. [TonuTrka nuapopMamoHHON 0€30MacCHOCTH

Tema 2.3. MeHeXKMEHT PUCKOB HHPOPMAIIMOHHON 0€30MaCHOCTH MPEANpUiTUS

Paznen 3. Mepn! u cpeactBa 3amuthl nHGopmanuu. Kpunrorpaduueckue cpencraa




samuthl nHopmaruu (KC31)

Tema 3.1. CummeTpuuHbIE KpUNITOCUCTEMBI U poBanus. CTaHAapTH IUPPOBAHUS
DES, 3DES, AES, I'OCT 28147-89.

Tema 3.2. Cteranorpadudeckue METO bl 3alIUTH HH(DOpMALIUU

Tema 3.3 AcumMMeTpUUHbIE KPUIITOCUCTEMBI IIU(POBAHUS

Tema 3.4 3anmta HHPOPMALIMU B SJIEKTPOHHBIX TOKYMEHTaX IMyTeM MH(ppoBaHUs U

(bopMHpOBaHUs AIEKTPOHHOMN MOANNUCH

Tema 3.5 Ynpasnenue kpunrokiarodamu. MappacTpykTypa oTKpbITHIX Kitouei (PKI)

Paznen 4. Unentudukanms, ayTeHTU(UKALNA U yIPaBICHUE JOCTYIOM

Tema 4.1 Texnonoruu ayTeHTU(HUKALIUN

Tema 4.2 Kpunrtorpaduyeckue NpOTOKONIBI ayTeHTUHUKaU. bromerpudeckas
ayTeHTU(UKALIHS

Tema 4.3 Moenu pa3rpaHU4eHHS JOCTYyTIa

Paznen 5. Obecnieuenne 6e30macHOCTH UH(OpPMALMK B ONIEPALIMOHHBIX CUCTEMAX
Tema 5.1 Obecnieuenne 6e30MacHOCTH MH(POPMAIMKM B OMEPALUOHHBIX CHUCTEMAaX
cemeiictBa Windows/Linux

Tema 5.2 ABTOMaTH3MpOBaHHOE OOHApYKEHUE YA3BUMOCTEH MIPOrpPaMMHOIO
oOecrieyeHrs Ha padOYMX CTAHLMAX MOJ YIPAaBICHUEM OMNEPALMOHHBIX CHCTEM
cemerictBa Microsoft Windows

Tema 5.3 JlokanbHble U rpynmoBsie monuTuku 6ezomacaoctu OC Microsoft Windows

Paznen 6. CpencrBa antuupycHoii 3anmmutsl (CAB3)

Tewma 6.1 Knaccudukaiust BpeJOHOCHBIX MTPOTrpamMm

Tema 6.2 CpencTBa aHTUBHPYCHOM 3aIIUTHI HH(DOpMAITUU

Tema 6.3 CpaBHHUTENBHBIN aHAU3 CPEJCTB AaHTUBUPYCHOM 3alUThI HH(OPMAIUH C
HCIIOJIb30BAaHUEM PE3YyJIbTATOB HE3ABUCHUMBIX TECTOB

Pazpen 7. OGecneyenune 6€30nacHOCTH MH(DOPMALIMU B KOMITBIOTEPHBIX CETAX

Tema 7.1 Knaccubukanus yrpo3 Oe3omacHOCTH WHQPOpPMAIMM W aTak B
KOMITBIOTEPHBIX CETSAX COTJACHO ypoBHAM Mozenu OSI

Tema 7.2 TexHosIOTHS BUPTYaTbHBIX JIOKABHBIX ceTeid (VLAN)

Tema 7.3 TexHOTOTHHM MEKCETEBOTO SKPAHUPOBAHUS

Tema 7.4 Texnonoruu BUpTyanbHbIx yacTHbIX ceTert (VPN)

Tema 7.5 M3yueHue cpeACTB MHCTPYMEHTAJIBHOTO aHanu3a 3amuineHHoctu UT-

UH(PACTPYKTYPHI

3.4. TeMmaTU4YeCKHUii MJIAH NPAKTUYECKUX 3aAHATHIA
JlaHHbI{ B paOOThI HE IPEAYCMOTPEH YUEOHBIM IIJIaHOM

3.5. TemaTu4yecknii njiaH JJad0paTopHbIX padoT

1. Pa3paboTka Mojie1u yrpo3 6€301acHOCTH HH(DOPMALIMH IPEITPUSITHS

2. AHanu3 pucKoB HHPOPMAIIMOHHOM 0€30M1aCHOCTH MPEANPHUITHS

3. MonoandasutHblie U noauanaBUTHbIC IUPPHI. YaCTOTHBIN KPUIITOAHATIN3
4. IIporpamMMHas peanu3anusl KIaCCHYECKUX alTOPUTMOB MIM(POBAHUS U UX



KpUINITOAHAIHN3a
5. 3ammTa MH(OpPMAIMU B BJIEKTPOHHBIX JTOKYMEHTaxX MyTeM IuGpoBaHUs U

(opMUpPOBaHUs HNEKTPOHHOMN MOJIUCH
6. [laponbHas ayTeHTHPUKALINA.

/. ATIMUHUCTPUPOBAHKE TOJIb30BaTeNIel U MPaBWII pa3rpaHUYEHUs JOCTyIIa B
OC Astra Linux.pdf
8. 3yueHne TexHOJNIOTHH BUPTyalbHBIX JIOKaTbHBIX ceter (VLAN) ¢
OMOIIBIO porpaMMbl MosienupoBanus cereit Cisco Packet Tracer
SKPAaHUPOBAHUS C
nporpammel mogenupoBanus ceteit Cisco Packet Tracer
3.6. KypcoBoii npoekT /kypcoBasi paboTa
JlaHHBIN BUJT paOOTHI HE IPELYCMOTPEH YUE€OHBIM IIJIAHOM

9. U3yuenue

TEXHOJIOTUU

MCXKCECTEBOTO

4. OueHMBaHHE Pe3yJILTATOB 00y4eHUsl

IIOMOIIIBIO

OHGHI/IBaHI/Ie PE3YyJIbTaTOB O6y“IeHI/I$I M0 AUCHUINIMHE OCYHICCTBIICTCA B
paMKax TCKYHIICTO KOHTPOJIA H HpOMG)I(YTO‘-IHOﬁ arTeCTaluy, IIPOBOAUMBIX IIO

O6ambHO-periTuHroBoit cucreme (bPC).

[IIxana OLIEHKHU pe3yabTaTOB 00YUYEHUs MO IUCLUUILINHE:

YpoBeHb chOPMUPOBAHHOCTH
WHAWKATOpa KOMITETCHIIUU
N N Hwuxe N
Beicokuit | Cpennuii Husknit
3arutanu- CpEIHETO
Kon Kon POBaHHBIC ot 85 10 100| ot 70 10 84 | o1 55 10 69 | oT 0 10 54
KOMITe- | WHAWKATOpa Pe3yIbTATHI
TEHIIMH | KOMIICTEHIMH | OOy4YeHHs 1o Ilkana oueHuBanNs
HCYIO0B-
JTUCLUTUTMHE VIOBTIET- ya
OTJINYHO Xopouio JICTBOpH-
BOPUTEIBHO
TCJIIBHO
3Q4YTEHO HE 324TEHO
3HATh:
YpoBeHb Munuman | YpoBeHb
YpoBeHb . N
. 3HaHUH B | BHO 3HAHUH
3HaHUH B
obbeme, JIOIYCTUM | HUKE
obnewme, COOTBETCT | BIA MUHUMAT
MIPUHITUTIBI
560LI COOTBETET | hoo ieM OBEHb BHBIX
TBI
OIIK-2.1 p ByIO HIEM Y M N
COBPEMEHHBIX Moorpayy | TPOTPAMM | SHAHHI, TpeboBaH
nHGOPMAIIMOHH ep P €, HMeeT | UMeeT ui,
BIX TEXHOJIOTHU MECTO MECTO HAMEIOT
MIOJITOTOBK
OIIK-2 HECKOJIBKO | MHOT'O MECTO
U, 0e3
HEerpyObIX | HErpyObIX | IpyObie
OIMO0K
OUIMOOK oOoK OLIMOKH
BJIAJICTh:
HaBBbIKaMH ITponemon | Ilponemon | Mmeercs | Ilpm
MIPUMEHEHUS CTpH cTpH MHUHAMAJIb | PELICHUU
OIIK-2.2 U(PPOBBIX pOBaHBI POBaHBI HBIN CTaHJapT
TEXHOJIOTHH JUIA | HABBIKH 0a30BbIe Habop HBIX
peuicHus 3a1a4 | mpu HaBBIKA HABBIKOB 3aJa4  HE
HPO(beCCI/IOHaHB pemeHnn npu I MIpOJAEMOH




HOM HECTaHJAp | PEIICHUU | PEHICHUs | CTPHUP
JESTEIbHOCTH C | THBIX CTaHIAPTH | CTAaHIAPTH | OBAHBI
y4eTOM 3ama4 0e3 | pIX3aadyc | pIx 3amadyc | 0a3oBbIE
OCHOBHBIX OIMMOOK U | HEKOTOPHI | HEKOTOPHI | HABBIKY,
TpeOOBaHHii HEJIOYCTOB | MU MH UMEIOT
H?‘bOPMaHHOHH HeJodeTa | Hejodera | MECTO
gﬂ MU MU rpyobie
€30MacCHOCTH OLINGKH
3HATH:
MIPUHIIMITHI,
METOIbI u
cpencTBa
peiieHHS
CTaH/IaPTHBIX
3ama4
npodeccroHab
HOM
YpoBeHb Munuman | YpoBeHb
JIESITEIIbHOCTH YpoBeHb . .
. 3HAHMH B | BHO 3HAHWH
Ha OCHOBEC | 3HaHUU B
o0Beme, JOIMYCTUM | HUDKE
uHbOpMAIIMOHH | 00beMe, .

. COOTBETCT | BIA MUHHMAJ
ou M| COOTBETCT | oy em OBCHb BHBIX
oubnuorpadguue | Byl IIeM Y ypoBett

. MpOrpaMM | 3HAHUH, TpeOoBaH

CKOM KyJIbTYpBI | IpOrpamm 9

€, HMEET | UMeeT Ui,
C IPUMEHEHUEM | €

MECTO MECTO UMECIOT
MH(POPMAIMOHH | IOATOTOBK

HECKOJIbKO | MHOTO MECTO
0 “, ocs HErpyOBIX | HETPYOBIX Onle
KOMMYHHKAI[HO | OLIMOOK Py Py Py

(1115 (703 01112 (0N OIIMOKH
HHBIX
TEXHOJIOTHH U C
YeTOM

OINK-3 | OIK-3.1 Y

OCHOBHBIX
TpeGoBaHU
MHPOPMAaILIOHH
oi
0€301acHOCTH
YMETh:
pewarb IIponemon | IIponemon | IIponemon
CTaHJapTHBIC CTpH cTpu cTpu [Tpwn
337291 POBaHBI POBaHBI POBaHBI perreHun
npodeccuoHanb | Bce BCE OCHOBHEIE | CTaHAApT
HOU OCHOBHBIC | OCHOBHBIC | YMEHHUS, HBIX
JIESTCIIbHOCTH YMEHHUS, YMEHHUS, peteHbI 3a1ad  He
Ha OCHOBE | peIIeHBI peIIeHBI TUIIOBBIE IPOIEMOH
uHPOPMAIIMOHH | BCE BCE 3aJa4d ¢ | CTpHUp
oi Y | OCHOBHBIC | OCHOBHBIC | HEIpyOBIM | OBaHbI
oubnuorpaduye | 3amauum  C | 3ama4d € | U OCHOBHEIE
CKOW KYJBTYpPHI | OTZIEIBHBI | HETPYOBIM | OIIMOKaMH | YMEHH,
C MPUMEHEHUEM | MU u , UMEIOT
WH(OPMAIIMOHH | HECYIIECT | OMMOKAMHU | BBITIOJHEH | MECTO
o- BCHH BIMHU | , BI BCE | TpyOBIC
KOMMYHHUKAITMO | HEJOYEeTa | BBINIOJHEH | 3a/JaHUf, OIITNOKH
HHBIX MU, Bl BCC | HO HE B




TEXHOJIOTUH U C | BBIIIOJHEH | 33JaHMs B | [IOJHOM
y4EeTOM BI BCE | TMOJIHOM o0beme
OCHOBHBIX 3ajjaHusd B | o0beMe,
TpeOoBaHUH MIOJTHOM HO
nH(OpMaMOHH | oOBeMe HEKOTOPBI
o e c
0e30macHOCTH HeJ04eTa
MH
BJIAJICTh!
HaBbIKaMU
MOJITOTOBKH
0030poB, [Ipu
. [Iponemon | Mmeercs
AQHHOTAITUH, peleHnu
ITponemon | crpu MHHHMaJlb
COCTaBJICHUS . CTaHJapT
cTpu POBaHbI HBIi
pedeparos, HBIX
POBaHbI 0a3oBbIe Habop
Hay4HBIX 3ajay  He
HaBBIKU HaBBIKU HaBBIKOB
JIOKJIaJIOB, POJIEMOH
. npu npu ISt
nyonukaiui U CTpUp
pEUICHUN | PELICHUH | PEUICHUs
oubnuorpadun OBAaHBI
HEeCTaHJap | CTaHAAPTH | CTaHAAPTH
o Hay4HO- 6a3oBbIe
THBIX BIX 33/1a4 C | BIX 33]1a4 C
HCCIIEIOBATEIbC HaBBIKH,
. 3aja4 0e3 | HEKOTOPbI | HEKOTOPbI
Kol pabore ¢ UMEIOT
OomuOOK U | MU MU
Y4ETOM MECTO
. HEJ0YETOB | Hejloyera | HeJloyera
TpeboBaHUI it it rpyOble
MHPOPMAaILIOHH OLIMOKH
o
0e3omacHOCTH
3HATh:
OCHOBHBIE BH/IBI
yrpo3
0e301acHOCTH
uHpOpMaIuy,
SI3BUMOCTEN
Y YpoBeHb Munuman | YpoBeHb
UHQOPMAIIMOHH | YPOBEHb . .
. 3HAHUK B | BHO 3HAHUH
BIX CHCTEM, a |3HaHUH B
obbeme, JIOIYCTUM | HUDKE
TaKke MEpbl U | 00beEME, 9
COOTBETCT | Bl MHHUMAT
cpencTBa COOTBETCT
. BYIO IIIEM | ypOBEHb BHBIX
NPOTUBOJCHCTB | BYIO ILEM o
MporpaMM | 3HAHHH, TpeOoBaH
Wl arakaM Ha | Iporpamm 9
€, HMEeT | UMeeT uil,
OIIK-3.2 UHQOPMAIIMOHH | €
MECTO MECTO UMEIOT
BI€ PECYpPCHI ITPH | TIOATOTOBK
HECKOJIBKO | MHOTO MECTO
NPOEKTUPOBAHU | H, 6e3
HEerpyObIX | HErpyObIX | IpyObie
, pa3paboTke U | OIHKOOK
OLIMOOK oOoK OLITHOKHU
BHEJIPEHUU
POTPaMMHOTO
obecrieueHus
nH(OPMAITMOHH
BIX CUCTEM
YMETb:
pazpabateiBath | [Iponemon | Ilponemon | IIponemon | Ipu
MPOEKTHO- cTpu cTpu cTpu perieHnu
TEXHUYECKYIO POBaHBI POBaHBI POBaHBI CTaHJapT




JOKYMEHTAlMIO | BCE BCE OCHOBHBIE | HBIX
JUISt OCHOBHBIC | OCHOBHBIE | YMEHHS, 3a1a4  He
MH()OPMAIIOHH | YMEHHH, yYMEHHS, perIeHb! POJEMOH
BIX CHCTEM C | pelleHbI peILICHBI TUIIOBBIE | CTPUP
y4eToM BCE BCE 3a7a4d  C | OBaHbBI
TpeboBaHU OCHOBHBIC | OCHOBHBIE | HETPYOBIM | OCHOBHBIE
TEKYILETo 337244 C | 337aud  C | U yMEHHS,
3aKOHOJATEbCT | OTACNbHBI | HErpyObIM | OHIMOKaMH | UMEIOT
Ba, MH " , MECTO
HOPMAaTHBHO- HECYyIIECT | OMMOKaMH | BBIIIOJHEH | IpyObIe
IPaBOBBIX BEHH BIMH | , Bl BCE | OIIMOKH
aKTOB, Helo4yera | BBIOJHEH | 3a/1aHMus,
CTaHIAapTOB U | MH, BI BCE | HO HE B
BE/TyIIIUX BBITIOJIHEH | 33JaHHUS B | MIOJHOM
NPaKTHK B | BI BCE | MOJHOM o0beme
obnacTu 3aJjaHusa B | o0beMme,
UH(OPMAIIMOHH | MTOJHOM HO
ol o0Bbeme HEKOTOPBI
Oe3omacHOCTH e c
Hezouera
MH
BJIAJICTh:
HaBBIKAMHU
[Tpu
PUMEHEHUS [Mponemon | Mmeetcs
POTrPaMMHO- ITponemon | crpu MHHUMAJTb Ic) :;1:{;1;1;1;1
arnmapaTHbIX cTpH POBaHBI HBII
Cpe/ICTB JUIsl | pPOBaHbI 0a30BbIe Habop ?;;;q He
aHaIM3a HaBBIKU HaBBIKH HaBBIKOB
POJIEMOH
3aIIWIIEHHOCTH | TIpH npu VISt
WHMOPMAIIMOHH | PELIEHUU | PelleHHH | peleHHs S)E;EEI
BIX CHCTEM JUIsi | HECTAHZAp | CTAHJAPTH | CTAHAAPTH | o
BBIPAOOTKH Mep | THBIX BIX 33/1a4 C | BIX 33]1a4 C
NPOTHBOJCHCTB | 3aJa4 0€3 | HEKOTOpPBl | HEKOTOPBI HABLIKH,
Ul U3BECTHBIM | OIMOOK U | MU MH MEIoT
yrpo3am HEJIOUETOB | HEJOUeTa | HefoueTa | oo ro
Oe30macHOCTH MU MH rpyobic
uHpopMaluu oumbiH
OueHouHble MaTepuaibl JJs NPOBEACHUS  TEKYILIEr0  KOHTPOJA

)51

IPOMEKYTOUHOM aTTecTanuu mnpuBeneHsl B [lpunoxkenun k paboueil mporpamme

JAUCHUITIIMHBI.

[TomHBIN KOMIUIGKT 3aJIaHUHl U MaTepualioB, HEOOXOJUMBIX JUIS OIICHHUBAHUS
pe3yabTaTOB 00yUEHHU 10 AUCLUILUIMHE, XPAaHUTCS HA Kadeape pa3paboTuuka.



5. YueOHO-MeTOoAMYECKOEe U MHPOPMALIMOHHOE 00eceueHue U CIUTITHHbI
5.1. YueOHO-MeTOANYECKOE 00ecIIeueHue

OcHoBHast JINTCpATypa

1. JlutBunenxo, B. U., OcHoBbI nH)OpMALIMOHHON O€30MMaCHOCTH : yueOHOe
nocooue / B. U. JIutBunenko, E. C. Ko3nmoB. — Mocksa : KnoPyc, 2022. — 199 c.
— [5BM 978-5-406-09438-9. — I1BI: Bap3://600K.ra/booKx/943 111. — TexkcrT :
ANEKTPOHHBIN.

2. Hectepos, C. A. OcHOBBI HHPOPMAIIMOHHOM 0€30MacHOCTH : yaeOHOe ocobue /
C. A. HecrepoB. — 5-e u3n., crep. — Cankr-IletepOypr : Jlans, 2022. — 324 c.
— 15BM 978-5-8114-4067-2. — Tekcr : anekTpoHHbIii // JIaHb : 371eKTpOHHO-
oubnmoreunas cuctema. — OBI'.: B p3://e/an6ooK.co1/600K/206279.

3. Menbaukos, B. I1., Madopmanronnas 6e3onacHocTs : yueOHuk / B. I1.
Menbuaukos, A. U. Kynpusaos, T. 1O. BacunseBa. — Mocksa : KnoPyc, 2023. —
371 c. — [3BM 978-5-406-11960-0. — OBI": Bup3://600K.ru/600k/950148. —
TeKCT : 3JIEKTPOHHBIN.

4. TTpoxoposa, O. B. Unpopmannonnas 6e30macHocTh 1 3anmra nHpopmarmu / O.
B. IIpoxopoBa. — 5-e u3n., crep. — Cankr-IletepOypr : Jlanp, 2023. — 124 ¢. —
15BM 978-5-507-46010-6. — TexkcT : a5ekTpoHHBIH // JIaHb : 37€KTPOHHO-
oubmmoreunas cuctema. — OBI'.:: Ne p3://eJlan6ooK.cor/booK/293009.

JlonoJIHUTENbHA JIUTEPATYPA

1. Hukonaes, H. C., Ynpasnerue napopMaIimoHHON O€30MaCHOCTHIO : yueOHHUK /
H. C. HuxonaeB. — Mocksa : KnoPyc, 2021. — 188 ¢c. — 13BM 978-5-406-
07325-4. — OBI: 5 p3://600K.ru/600K/939841. — TekcT : 371eKTPOHHBIMH.

2. Bantommmna, A. B. OcHOBBI HHPOPMAITMOHHOM 6€30MMacHOCTH : yueOHO-
MeToanueckoe rmocoodue / A. B. Banrommuna, C. FO. PridakoB. — MockBa :
MTVYCH, 2022. — 22 c. — TekcT : 2neKTpoHHbI // JIaHb : 31eKTPOHHO-
oubmmoTeunas cucrema. — OBI'.: Hup3s://eJlanbooK.cot/book/333701. — Pexum
J0CTyTa: JIJIsl aBTOPH3. TIOJIH30BATEIICH.

3. bapanoga, E. K., Kpunrorpaduaeckue meTo bl 3auTsl HHOOpMAIUN.
JlaboparopHsiii ipakTukyM + elIpunoxkenue : yaeoHoe nmocobue / E. K. bapanoga,
A. B. ba6am. — Mocksa : KnoPyc, 2022. — 205 ¢. — 13BM 978-5-406-08831-9.
— OBI": Bp3://600K.ru/600x/94 1742. — TeKcT : 37€KTPOHHBIH.

4, Kpakosckuii, FO. M. MeToapl 3amuThl “HGOpMAIUH : ydeOHOE mocodue s
By30B / FO. M. KpakoBckuit. — 3-¢ u3a., nepepad. — Caunkrt-IletepOypr : Jlans,
2021. — 236 c. — [3BM 978-5-8114-5632-1. — Texkcr : anekTpoHHbI // JIaHb:
ANEKTPOHHO-O0MOMMoTeuHas cucrema. — OBI': 6p3://e.1an6ooK.cot/600K/1 56401.



5.2,

HNudopmanuonHoe odbecnieyeHue

5.2.1 DAeKTpOHHBIE U MHTEPHET-PECYPCHI

No

nH(pOpMaIMOHHOM 0€30MMaCHOCTHIO

n/;l HauMeHOBaHUE 3JIEKTPOHHBIX U HHTEPHET-PECYPCOB Ccbuika
1 |CnpaBouyHo-tipaBoBast cuctema  "Koncynwrant|http://www.consultant.ru/
2 (CopaBouno-mipaBoBas cuctema "T'apant” http://www.garant.ru/
3 |baHk maHHBIX yrpo3 0e30macHOCTH HH(pOpMALUU https://bdu.fstec.ru/
4 Meroauka OLICHKH yrpo3 oesonacHoctu | https:/fstec.ru/files/495/---5--2021-
uHpopmaru 1891/ --5--2021-.pdf
5 15027000 } Hckycerso YHpaBIICHHIA http://www.is027000.ru/standarty

VYueOunbiii kypc Ha mnoprare HOY "UHTYUT" -
Cranpaptsl HH(GOPMAIIMOHHON 0€30IaCHOCTH

https://www.intuit.ru/studies/cours
es/30/30/info

VY4eOnslii kypc Ha noprane HOY "UHTYUT" -
Nudopmanmonnas  6e30macHOCTb.  TeXHOIOTUH

https://www.intuit.ru/studies/profe
ssional_retraining/952/courses/419

VYueOusiii kypc Ha mopraie HOY "MHTYUT" -
NudopmanmonHass ~ Oe30macHOCTh.  TeXHOIOTUH

https://www.intuit.ru/studies/profe
ssional_retraining/952/courses/387 /info

Anti-Malware Testing Standards Organization

https://www.amtso.org/

10

AV-TEST - The Independent IT-Security Institute

https://www.av-test.org/en/

11

AV-Comparatives - Independent Tests of Anti-Virus
Software

https://www.av-comparatives.org/

12

Wireshark — nporpamma-ananu3zatop tpaduka s
KoMIbloTepHBbIX cereit Ethernet

https://www.wireshark.org/

13

CnpaBounoe pykoBoacTBO NMap Ha pycCKOM SI3bIKE

https://nmap.org/man/ru/index.htm |

14

OpenVAS Russia. Pycckosi3pluHOE  COOOIIECTBO
noJib30Batesell ckanepa yszpumocted OpenVAS

https://openvas.ru/

15

Cisco Networking Academy

https://www.netacad.com/

16

Cisco Networking Academy - mapuipyTu3zanus u
KOMMY Tarlust

http://ccna.mpei.ac.ru/RoutingAnd
Switching/

5.2.2. IIpodeccrnonanpHable 036l JIJAHHBIX

No HaunmenoBanue A PeskiM LOCTVIIA
/| npodeccuoHanbHBIX 0a3 JaHHBIX Apec © Aoty

1 (Poccuiickas HarmoHanbHasi | http://nlr.ru/ http://nlr.ru/

Hayunas snexktpoHHas OubInoTeKa lali Jlali
2 eLIBRARY RU http://elibrary.ru http://elibrary.ru
5.2.3. ndhopMaImmoHHO-CIIPAaBOYHBIC CHCTEMBI

Neo | HanmenoBanue napopmamoHHo- Anpec Pesum focTyma
/1 CIIPaBOYHBIX CHUCTEM

1 [UCC «Komeke» / «TexakemepT» http://app.kgeu.local/Home/Ap ps hitp://app.kgeu.lo

: : ' cal/Home/Apps



http://www.consultant.ru/
http://www.garant.ru/
http://www.iso27000.ru/standarty
http://www.intuit.ru/studies/cours
http://www.intuit.ru/studies/cours
http://www.intuit.ru/studies/cours
http://www.intuit.ru/studies/profe
http://www.intuit.ru/studies/profe
http://www.intuit.ru/studies/profe
http://www.intuit.ru/studies/profe
http://www.intuit.ru/studies/profe
http://www.amtso.org/
http://www.amtso.org/
http://www.av-test.org/en/
http://www.av-test.org/en/
http://www.av-comparatives.org/
http://www.av-comparatives.org/
http://www.wireshark.org/
http://www.netacad.com/
http://ccna.mpei.ac.ru/RoutingAnd
http://nlr.ru/
http://nlr.ru/
http://elibrary.ru/
http://elibrary.ru/
http://app.kgeu.local/Home/Ap
http://app.kgeu.lo/

2 |[«["apanT» http://www.garant.ru/ [‘ trtup/://vwvw.garan
3 [«KoHCynbpTaHT TUIIOCH http://www.consultant.ru/ http:/Awww.consu
Itant.ru/
5.24. JIuneH3WOHHOE ¥ CBOOOJHO PAacHpOCTPaHAEMOE MPOrpaMMHOE
oOecreueHue AV CITUIIIINHBI
Ne HanmeHnoBanue Cnioco0 pacripocTpaneHus | PeKBU3UTHI HOATBEPKIAIOIIUX
/11| MporpaMMHOro ooecrieueHuss | (JIMIEeH3MOHHOE/CBOOOTHO) JIOKYMEHTOB

1 |Bpay3zep Chrome

Cucrema MOMCKa
uHpOpMAIH B ceTu
VHTEPHET (BKITIOYaAs

https://www.google.com
/intl/ru/chrome/

2 |Bpay3ep Firefox

CBoOoanbIii Be6-Opaysep

https://www.mozilla.org/

ru/firefox/new/

3 [OpenOffice

[Taker 0(pUCHBIX

npuitoxkeHuit. OHUM M3 TIEPBHIX

CTall  MOANCPXKMBATL  HOBBIM e /Ay, openoffice.
OTKPBITBIA (bopmari oo/ /download/index.h tml
OpenDocument.  O¢unuanbHO|

IOAACPKHNBACTCA Ha

wiaropmax Linux

4 [Adobe Acrobat

[TakeT mporpamm

https://get.adobe.com/ru/
reader/

5 [LMS Moodle

DTO COBpEMEHHOE MPOTPaMMHOE

obOecrieuenne

https://download.moodle
.org/releases/latest/

Windows
[Tpodeccuonanbhast (Pro)

\‘

Ilonw3oBarenbckas
OorcpanrioHHasA CUCTEMA

Ne2011.25486 ot 28.11.2011

6. MaTepuajibHO-TeXHHYECKOE 00ecriedeHue TUCIIUTIHHbI

Hanmenoanue HanmeHnoBanue yueOHoM [Tepeuenb HEOOXOAUMOTO 0OOPYAOBAHUS U
BUJIa yIEeOHOM ayJUTOPHH, TEXHUYECKHUX CPEJICTB OOYUCHUS
paboThI CTICIMATN3UPOBAHHON
nabopaTtopuu
Jlexu YueOHast ayauTopust 1Jist Crenmanu3upoBaHHas ydueOHast Me0elb,
MPOBEICHUS 3aHITHN TEXHUYECKHUE CpE/ICTBAa OOyYeHUs, CIyXallue
JEKIIMOHHOT'O THIIA JUIE  TIpEJCTaBIeHUS Y4eOHOH wH(opMaIuu
Oonpliol  ayauTopud  (MYJIBTHUMEIUHHBIN
MPOEKTOp, KoMmmbioTep (HOYTOYK), 3KpaH),
JEMOHCTpAIIMOHHOEe 000pyAOBaHUe, Y4eOHO-
HaTrIAIHbIE TOCOOUS
JlaGopatopupie | YdeOHas mabopaTopus Criennann3npoBaHHOE nmabopaTropHoe
paboThI IIPOrpaMMHOM UH)KEHEPUH, o0opyznoBanue 1o mpopuao Jgadboparopuu
ayn. B-608 MPOrpaMMHOMN WHXCHEPUH,
CrelManu3upoBanHas yueOHas mebens Ha 50
MOCaJ0YHBIX MecT, 24  KOMIbIOTEpa C
BO3MOXXHOCTBIO BbIXOZa B VIHTepHeT H
obecrnieueHreM JocTyna B BUOC,
TEXHUYECKHE cpencTaa 00y4eHust
(MyIBTIME TUIHBII MIPOEKTOP,



http://www.garant.ru/
http://www.consultant.ru/
http://www.google.com/
http://www.google.com/
http://www.mozilla.org/
http://www.mozilla.org/

MYJIbTUMEIUNHASA ZIOCKa, MOHOOJIOK),
HEOOXOJMMOE  JIMIIEH3UOHHOE —IPOrPAMMHOE
obecrieuenue

KommnrsrotepHslii kiace,
ayn. B-610

Cnenmanu3upoBaHHasi yuyeOHass MeOenb Ha 42
MOCAJI0YHBIX MeCTa, 17 KOMIIBIOTEPOB C
BO3MOXXHOCTBIO BbIXOZa B VIHTEpHET W

obecrnieueHreM JocTyna B BUOC,
TEXHHUUYECKHE cpencTaa o0y4eHus
(MyJIBTUMEIUUAHBIA  TIPOCKTOpP, JKpaH JUIs
IIPOEKTOpA, MOHOOJIOK), HEo0XoIuMoe
JMIIEH3WOHHOE MTPOrpaMMHOE oOecrieueHue
VYueOHas nadbopatopust Crenmanu3upoBaHHOE naboparopHoe
nHPOPMAITMOHHOH obopymoBanue 10 mpoduaro Jaboparopuu
0€30IMMacHOCTH, UHGOPMATMOHHON 0€30MacHOCTH,
ayn. B-615 CHelMaM3upoBaHHas yuyeOHass MeOenb Ha 35

IIOCaJO4YHbIX  MCCT, 15 KOMIIBIOTCPOB  C
BO3MOXHOCTBKO  BbIXOJa B I/IHTepHeT Hu

obecrnieueHueM J0CTyna B OHNOC,
TEXHHUYECKHE cpencTaa o0y4eHus
(MyJnbTUME TUHHBIN MIPOEKTOP,
MYJIbTUMEANIHAS JIOCKa, MOHOOJIOK),

HEOOXOUMOE JIMIICH3UOHHOE IPOrPaMMHOE
oOecrieueHue

KommeroTtepHslii knacce,
ayn. B-617

CrneunanusupoBaHHas yuyeOHas MeOenb Ha 24
IOCaJOYHBIX MecTa, 21 KoMmbplOTep ¢
BO3MOXXHOCTBIO BbIXOZa B VIHTepHeT H
obecreyeHnemM J0CTyIIa B OHNOC,
HEO0OXOIMMOE JIMIIEH3MOHHOE IPOrpaMMHOE
obecrieueHue

KowmrbroTepHsblii Kinacc,
ayn. B-619

CrneunanusupoBaHHas yuyeOHas MeOenb Ha 26
nocajloyHbIX  MecT, 21  KoMmMmpoTeEp €
BO3MOXKHOCTBIO BBIXOAa B VIHTEepHET ™
obecreyeHnemM JOCTyIIa B SUOC,
HEOOX0MMOE JIMIICH3HOHHOE IPOTPaMMHOE
obecrieueHue

KomnbroTepHslii kiace,
ayn. B-621

CrneunanusupoBanHas yuyeOHass mebenb Ha 35
MOCaJOYHbIX MecT, 13 KOMIIBIOTEPOB C
BO3MOXXHOCTBIO BBIXOZa B VIHTEepHET W

obecrnieueHreM JIOCTyIIa B SUOC,
TEXHUYECKHE cpenacTBa o0yueHus
(MyJIbTUMEIMHAHBIA  TPOEKTOpP, JKpaH JuIs
MIPOEKTOpa, MOHOOJIOK), Heo0xoIuMoe
JMIIEH3MOHHOE MTPOrpaMMHOE obecrieueHue
VYuebHas nabopatopus Crienmanu3upoBaHHOE naboparopHoe

PEHHXUHUPHUHTA 1
yhpaBieHus: Ou3Hec-
nporeccam,

ayn. B-623

o0opynoBanue 1o mpodpmio gadbopaTopuu
pPEeMH)KMHUPUHTa W YIpaBlIeHUs  Ou3Hec-
rpoleccamMy, CrHelHaTu3upoBaHHas y4yeOHast
MmeOenb Ha 34 mocamoyHBIX MecTa, 13
KOMIIBIOTEPOB C BO3MOXKHOCTBIO BBIXO/Aa B
Hutepuer u obecrnieuenueM gocrymna B D1OC,
TEXHUYECKHE cpeacTsa o0yueHus
(MyIBTIME TUIHBII MIPOEKTOP,




MYJIbTUMEIUIHASL J0CKa, MOHOOJIOK),
HEOOXOMMOE JIMIIEH3MOHHOE IPOrPaMMHOE

obecrieueHme
KommnrsrotepHslii kiace, Cnenumanmu3upoBaHHas yuyeOHas meOenb Ha 30
B-600 nocagouyHsix  mect, 30  KOMIBIOTEPOB,

KOMIIBIOTEPOB C BO3MOYKHOCTBIO BBIXO/A B
Wutepner u obecnieuenuem nocrymna B DMOC,

TEXHUYECKHE cpeacTBa o0yuyeHus
(MyJIbTUMEIUUHBI ~ TPOEKTOP, HOYTOYK,
3KpaH), BHJIEOKAMEPHI, HE00X0IUMOE

JUIICH3UOHHOE MPOTpaMMHOE o0ecTrieueHre
CamocrosTensnas | KoMITBIOTEpHBIN KJ1acc ¢ Cnenunanu3upoBanHas ydeOHass mMeOenp Ha 30
pabora BO3MOXHOCTBIO BBIX0/Ia B OCAI0YHBIX MECT, 30 KOMIIBIOTEPOB,
NuTepHer u obecrieueHuemMm TEXHUYECKUE CpelcTBa oOydeHus (MyJIbTUMe-
nocryna B O1OC JTVAHBIA  TIPOEKTOp, KOMIBIOTEP (HOYTOYK),
B-600 9KpaH), BHJIEOKAMEPHI, MIPOrpaMMHOE

o0ecrieyeHue

YuranbHelii 3an1 6ubinuorekn | Creruaau3upoBaHHas MeOeib, KOMITbIOTEPHAS
TEXHHMKa C BO3MOKHOCTBIO BbIX0/1a B MIHTepHeT]
u obecrneuenuem noctyna B DMOC, skpan,
MYJIbTUMEIMUHBIA MPOEKTOP, MPOrPAMMHOE
obecrieueHme

7. Oco0eHHOCTH OPraHu3alMu 00Pa30BATEILHOM AeITeJILHOCTH IJIsl JIHIL €
OrpAHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbSI U MHBAJIU/IOB

JIuna ¢ orpaHMYEHHBIMU BO3MOXKHOCTSIMHU 370p0Bbs (OB3) 1 MHBaIKMIBI HUMEIOT
BO3MOXKHOCTh OCCIPENSATCTBEHHO MEepPEMEIIaThCs U3 OJTHOT0 YueOHO-1a00paTOpHOTO
KOpIyca B JAPYIroM, MOMHATHCS Ha BCE ITaXH Y4eOHO-T1a00paTOPHBIX KOPIYCOB,
3aHUMAThCS B YYCOHBIX M UWHBIX TIOMCIICHHUSX C YYETOM OCOOCHHOCTEH
MICUXO(PU3UIECKOTO PA3BUTHS M COCTOSHUS 3I0POBBSI.

Hist oOyuennst ¢ OB3 v WHBaNMMIOB, MMEIOIIMX HAPYIICHHUS OIOPHO-
JIBUTATEIIPHOTO arapaTa, 0OCCIICUYCHBI YCIOBHUS OECIPENITCTBEHHOTO IOCTYIa BO
Bce ydeOHbIe moMenieHus. Mudopmarus o crienuaibHbIX YCIOBHIX, CO3MaHHBIX IS
oOyvarormuxcst ¢ OB3 w wWHBaIMIOB, pa3MelIeHa Ha CalTe YHHBEPCHTETA
www//kgeu.ru. Imeercs BO3MOKHOCTH OKa3aHHs TEXHUYECKONU ITOMOIIM ACCUCTEHTOM,
a TaKXKe YCIyT CypJIONEPEBOTUYUKOB U TU(DIOCYPAOTIEPEBOTIUKOB.

Jlnst aganTanuu K BocnpusaTyio gunamu ¢ OB3 u mHBaIMaaMu ¢ HapyIeHHBIM
CIIyXOM CITPaBOYHOTO, Y4YeOHOro MaTepHalia 1O JAWCIHUIUIMHE OOeCIeYnBarOTC
CIICTYIOIINE YCIIOBHUS:

- JUIS JTy4IIeH OpUEHTAIlUH B ayIUTOPUH, IPUMCHSIOTCS CUTHAJIBI OTIOBEIICHHUS
0 HayaJjIe M KOHIIC 3aHATHSA (CIIOBO «3BOHOK» IHIIIETCS HA JTOCKE);

- BHUIMaHUE C1a00CIBIIAIIETO O0yYaromerocss TMPHUBIICKACTCS Iearorom
’KEeCTOM (Ha IIJIeY0 KIAJCTCS pyKa, OCYIIECTBIIAETCS HEPE3KOe MOXJIONbIBAaHUE);

- pasroBapuBasi ¢ OOyYarOUUMCs, IEIaroTHYECKUid PaOOTHUK CMOTPUT Ha
HEro, TOBOPUT SICHO, KOPOTKHUMH TPEIJIOKCHUSIMH, OOECIeYnBas BO3MOXKHOCTh
YTEHUS TI0 TyOaMm.



http://www.kgeu.ru/

Kommnencanuss 3aTpyAHEHHI pEYEeBOr0 W MHTEIUIEKTYaJlbHOTO Pa3BUTHS
ciabocibIIaX 00y4YaromuXcsi IPOBOAUTCS ITyTEM:

- HCTIOJIB30BAaHUS CXEM, JIMarpamMM, pUCYHKOB, KOMIIBIOTEPHBIX MPE3EHTALIUN C
TUIEPCChUIKaMU, KOMMEHTUPYIOUTUMU OT/IETbHbIE KOMIIOHEHTBI U300PaKEeHNUS;

- pEryJsipHOrO TPUMEHEHUsI YIpaKHEHUM Ha rpaduyecKkoe BbIIEICHUE
CYILIECTBEHHBIX MIPU3HAKOB MIPEJAMETOB U SBJICHUH;

- obecrieueHusl BO3MOXHOCTH JUIsi OOy4Yaromierocss MOJYyYUTh aJpPeCcHYIO
KOHCYJIBTALMIO N0 3JIEKTPOHHOM MOYTE 110 MEPE HEOOXOUMOCTH.

JUist agantanuu K Bocnpusatyio Jimuamu ¢ OB3 1 nHBaaaMu ¢ HapylIeHUSIMU
3peHus CIPABOYHOTO, y4eOHOTO, MIPOCBETUTEIIBCKOTO Marepuana,
MIPEAYCMOTPEHHOI0 00pa30BaTENbHOM MPOrpaMMO MO BHIOPAHHOMY HaIIPaBJIEHUIO
MOATOTOBKHU, 00ECIIEYUBAIOTCS CIETYIOLIUE YCIOBUSL:

- BeJleTcA ajanTtauus o(puIManibHOro caiita B cetu HTepHET ¢ yueToM 0coObIX
MOTPEOHOCTEN MHBAIUIOB MO 3PEHUI0, 00ECTIEUNBAETCS HAJTMYHUE KPYITHOIIPHUPTOBOU
CIIPaBOYHOM MH(OPMALIMK O PACTIUCAHUU YUE€OHBIX 3aHSTHH;

- IeJJaTOTUYeCKUid  pabOTHUK, ero cobecemHUK (Mpu HEOOXOIUMOCTH),
OPUCYTCTBYIOIIME HA 3aHATUH, NPEICTABISIOTCS 00yUYalOIUMCs, TIPU 3TOM KaXJIblil
pa3 Ha3bIBAeTCs TOT, K KOMY I€1arOTH4eCKUi paboTHUK oOpariaercs;

- ICUCTBUS, JKECThl, MEPEMEIEHUsI TEeIarorn4eckoro pabOTHUKAa KOPOTKO U
SICHO KOMMEHTHPYIOTCS;

- meyaTHass WHGpOpMANMS TPEAOCTaBiIseTcs KpynHeIM 1mpudTtom (ot 18
MyHKTOB), TOTAJbHO 03BYUYHBAETCS;

- obecrnieurBaeTCs HEOOXOIUMbINA YPOBEHB OCBEILIEHHOCTH MTOMEIICHUH;

- IPEJOCTABIISIETCS  BO3MOYKHOCTh MCIOJIB30BATh KOMIIBIOTEPHI BO BpEMs
3aHATHI U MPABO 3aMKUCH 0OBSICHEHUI Ha AUKTO(OH (IO JKEJIaHUI0 00YUYarOIINUXCs).

dopma TIPOBENECHUSA TEKyLWIEd W  IPOMEKYTOYHOM  aTTeCTAlUM  JUIA
obOyuaromuxcst ¢ OB3 u MHBaIMIOB ONpenesaeTcs MeaarorudieckuM padbOTHUKOM B
COOTBETCTBUM ¢ yuyeOHbIM 1uiaHoM. Ilpu HeoOxomumocTu odOywaromemycsi ¢ OB3,
MHBAJIMIY C YYETOM HUX WHJIMBHUIYAIbHBIX MCUXO(PU3MUECKUX OCOOCHHOCTEN NaeTcs
BO3MOXHOCTh MPOUTH MPOMEXKYTOUHYIO aTTECTALUI0 YCTHO, MMCbMEHHO Ha Oymare,
NUMCbMEHHO Ha KOMIIbIOTEPE, B (POpME TECTUPOBAHUSA U T.II., JIMOO MPEIOCTaBISAETCS
JOTIOJTHUTENIBHOE BpeMs JIsl IOJTOTOBKH OTBETA.

8. MeToanueckue peKOMeHIANUN IS MpenoaaBarTesieil Mo opraHu3auuu
BOCIIUTATEJIbHOH Pa0OTHI ¢ 00YYAKOIIUMHUCH.

Metoaunyeckoe odecrieueHue mporecca BOCIUTAHHUS 00YYarOIIUXCs BHICTYIACT
OHUM W3  ONpPEHEeNSIomuX  (GaKTOPOB  BBICOKOTO KayecTBa  0Opa30BaHUS.
[IpenogaBaTenlb By3a, JAEMOHCTPHUPYS BBICOKHMH MPO(ECCHOHAIN3M, DPYAMIIHIO,
YETKYIO TPaXIaHCKYIO IMO3HIINIO, CAMOIUCIIMILINHY, TBOPUCSCKHIA TIOIX0 B PEIICHUN
MpoQeCCHOHANIBHBIX 3a7a4, B XOJe O0Opa30BaTEeNBLHOTO IMPOIEcca CIOCOOCTBYET
(OpMUPOBAHNIO TAPMOHUIHOHN JINIHOCTH.

[lpn peanw3anuu JUCHUIUIMHBI TIPENOJaBaTelb MOXKET HCIOJb30BaTh
CJICITYFOIIIME METOJIbI BOCITUTATEIIEHON paOOTHI:



- MeToAbl (OPMUPOBAHUS CO3HAHUS JIMYHOCTU (Oecena, MMCHYT, BHYIIEHHUE,
WHCTPYKTaX, KOHTPOJIb, OOBSCHEHWE, IMPUMEP, CAMOKOHTPOJIb, paccka3, COBET,
yOexaeHue u ap.);

- METOJIbl OpraHu3aIuu ACATEILHOCTH W (OPMUPOBAHMS OIBITA TOBEICHUS
(3amanue, OOIIECTBEHHOE MHEHHE, IIeJlaroTMuyecKkoe TpeboBaHUEe, IOpy4YeHHUe,
pUYYECHHUE, CO3JaHNE BOCIIUTHIBAIOIIUX CUTYaAIlUH, TPEHUHT, YIIpaXKHEHUE, U Ap.);

- METOJIbI MOTHBAIIUW NEATEILHOCTH U TOBeneHUs (0100peHre, MOoOompeHne
COLMAIIBHOM AaKTUBHOCTH, IIOPUIIAHUE, CO3JaHUE CHUTyallud YyCIexa, CO3JaHHe
CUTYyalUU JJIs1 SMOIMOHATILHO-HPABCTBEHHBIX MEPEKUBAHUN, COPEBHOBAHUE U JP.)

[Ipu peanus3auuu AUCHMIUIMHBL  NPENOAABATENb  JOKEH  YYHUTHIBATH
CJIEYIOIINE HAMPABJICHUS BOCIIUTATEIIBHON NEATEIbHOCTH:

I pasicoanckoe u nampuomuveckoe 80cnumarue:

- opMupoOBaHUE y OOY4YAIOUIUXCS IETOCTHOTO MHUPOBO33PEHUS, POCCUMCKOMN
UJCHTUYHOCTH, YBOKEHUS K CBOCH CeMbE, O0ILIECTBY, TOCYIaPCTBY, IPUHSTHIM B CEMbE U
00IIIeCTBE JyXOBHO-HPABCTBEHHBIM U COIMOKYJILTYPHBIM IICHHOCTSIM, K HAlIMOHAJILHOMY,
KyJbTYPHOMY W HMCTOPHUYECKOMY HACIIEIHUI0, (POpMHpOBAHUE CTPEMIICHHS K €ro
COXPaHEHHUIO U Pa3BUTHIO;

- opMHUpOBaHKE y O0YUAIONTUXCS aKTUBHOM TPaXKIAHCKOM IMO3UITMH, OCHOBAaHHOM
Ha TPAJULMOHHBIX KYJIbTYPHBIX, TYXOBHBIX U HPABCTBEHHBIX IIEHHOCTSIX POCCUMCKOTO
oO1iecTBa, IS TOBBIIMICHHS CIOCOOHOCTH OTBETCTBEHHO pPEajIn30BBIBAaTh CBOU
KOHCTHTYILIMOHHBIC IpaBa M 00s3aHHOCTH;

- pa3BHUTHE MPABOBOM U MOJIMTUYCCKON KYJIbTYPhl 00YUaAIOIIMXCS, paCIIUpPEHUE
KOHCTPYKTUBHOI'O Y4YacTHsl B NPUHATHUH PEIICHUM, 3aTparvBaloliux HX IIpaBa U
HUHTEPECHI, B TOM YHCJIC B Pa3IMUYHBIX (hOopMax caMOOpraHU3aIui, CaMOyIPaBICHUS,
00IIIeCTBEHHO-3HAYMMOM JIEATEILHOCTH;

- opMuUpOBaHWE MOTHBOB, HPABCTBEHHBIX W  CMBICIOBBIX YCTaHOBOK
JIMYHOCTH, MTO3BOJISFOITAX MPOTUBOCTOSITh AKCTPEMHU3MY, KceHogoouu,
JACKPUMHUHALIMM TI0 COLMAJbHBIM, PEJIUTHO3HBIM, PAaCOBBIM, HAIMOHAIBHBIM
MpU3HAKaM, MEXITHUYECKOM M MEXKKOH(PECCHOHATBLHONW HETEPIUMOCTH, JPYyTHUM
HETATHUBHBIM COIIMAJIbHBIM SIBJICHUSIM.

JlyxoeHo-npascmeennoe ocnumanue:

- BOCIIUTAHUE YYBCTBA JIOCTOMHCTBA, YE€CTM M YECTHOCTH, COBECTIMBOCTH,
YBOXKEHUS K POAUTEIAM, YUUTEISAM, JIIOASM CTapIIEro MOKOJICHUS;

- popMUpOBaHWE TPUHIUIOB KOJUIGKTUBM3MA W  COJMJAPHOCTH, JyXa
MHJIOCEPAUS U COCTpPAJaHusl, TPHUBBIYKHA 3a00THTBCA O JIIOMASX, HAXOIAIIUXCS B
TPYAHOM KU3HEHHOMN CUTYallUU;

- popMuUpOBaHUE COTUAAPHOCTH M YYBCTBA COIMAIILHONW OTBETCTBEHHOCTH TIO
OTHOIIICHUIO K JIFOJSAM C OTPAHUYCHHBIMH BO3MOXKHOCTSAMU 3J0POBBSI, MPEOJOJICHUE
IICUXOJIOTHYECKUX OapbepoB IO OTHOIICHHUIO K JIIOASIM C OTPaHHYCHHBIMH
BO3MOKHOCTSIMU;

- bopMUpOBaHNE SMOILMOHAJIBHO HACBIIIEHHOTO M JYXOBHO BO3BBIIIEHHOIO
OTHOIIICHUS K MUPY, CHOCOOHOCTU M YMEHUS MepeiaBaTh IPYTUM CBOM 3CTETHUECKUN
OITBIT.

Kynomyprno-npoceemumenscroe ocnumanue:

- hopMUPOBaHUE ICTETUUECKON KapTHUHBI MUPA;



- (hopMHpOBaHHE YBAKEHUS K KYJIBTYPHBIM IICHHOCTSIM POJIHOTO TOPOJIa, Kpas,
CTpaHBI;

- TOBBITIICHHNE TTO3HABATEIIHLHON aKTUBHOCTH OOYYaIOIIHXCSI.

Hayuno-obpasosamenvrnoe socnumanue:

- hopMupoBaHue y 00ydaronuxcsi HAyYHOTO MHUPOBO33PCHUS;

- hopMupoBaHUe yMEHUS TIOTy9YaTh 3HAHUS,

- popMupoBaHUEe HABBHIKOB aHAIM3a W CHHTE3a WHPOPMAIIMU, B TOM YHUCIIC B
npodeccroHanbHOM 001aCTH.
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OrneHOYHBIE MaTepHaibl MO aUcHUIUInHE «HpOpMaIMoHHas 0€30MacHOCThY,
MpEeIHA3HAYCHHBI I OIICHUBAHUSA pE3yJIbTaTOB OOYyYECHHS Ha COOTBETCTBHE
WHIUKATOPaM JTOCTHKEHUS KOMITCTCHIIUA.

OueHuBaHue pe3yJbTaTOB OOYy4YEHHUS M0 AUCIUIUIMHE OCYUIECTBIISIETCS B
pamkax Tekymero kouTpois (TK) u mpomexxyTodHON aTTecTamuu, MPOBOAUMBIX 110
oampHO-perTunroBoit cucreme (bPC).

1. TexHoJsioru4yeckast Kapra
Cemectp 3

PeliTuHTOBEBIC TTIOKA3aTEIHN

HaumenoBanue
pasnena

KOHTPOJIS

DopMBbI ¥ BUJT
| TekymHiA KOHTPOJIb
JlononuureapHbIC
o6ammel k TK1
Il Tekyuii KOHTPOIHL
JlonoyTHUTEIbHBIE
6ammel k TK2
Il Texymuii KOHTPOIHL
JononanTtensHBIC
6amel k TK3
IV Tekymmmii KOHTPOIIb
JlonoTHUTEIbHBIE
oammel k TK4
Hroro
[TpomexxyTounas
aTTecTarus

Paznean 1. TK1
«OCHOBHEIE 13
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NOHSATHSA U
HOPMATHBHO-
npasoBas 6a3a
HH(pOPMALHOHHOMH
0e3onacHoCTID

Tect v 2
MUCHMEHHBIN OMPOC

3amura 4
J1a60paToOpHOM
paboThl

Paspen 2.
«YnpasieHue
HH(POPMALHMOHHOM
0€30I1aCHOCTBIO»

Tect nmm 1
MHUCHEMEHHBIN OMPOC

3amura 4
nabopaTopHoOit
paboThl

Pa3nen 3. « Mepsl TK2 10 0-3 10-
U Cpe/iCTBa 13
3alUTHI
uH(popManuu.
Kpunrorpaduueck
He cpecTBa
3alUTHI




HammenoBanue
pasnena

DopMBI U BUJT
KOHTPOJISI

PeliTuHTOBEIE TTOKA3aTEIN

| TeKyI¥ii KOHTPOJIH

JlononauTeapHbIC

oauel k TK1

Il Tekymuii KOHTPOIBL

oayuel k TK2

JlonoTHUTEIbHBIE
1 Texymuii KOHTPOIHL
JononauTesHBIC

oauel k TK3

IV Tekymmii KOHTPOIIH

JIONOJIHUTENBHBIE
oamnel k TK4

Utoro

[TpomexxyTounas

aTTeCTalusa

uHdopmanumn
(KC3MN)»

Tect unn
MHCbMEHHBIN OIPOC

3amura
nabopaTopHOi
paboThI

Pa3nea 4.
Nnentuduxanus,
ayTeHTH(UKANMS
U yIpaBJjieHHe
JOCTYIOM

TK3

13 0-2

13-
15

Tect mm
MMCbMEHHBIN OTPOC

3amura
nabopaTopHoOi
paboThI

Pasznea S.
O6ecneueHune
0e30macHOCTH
uHdopmanuu B
oTepanoOHHbIX
cHCTEeMAaX

Tect nm
MMHCBMEHHBIN OIPOC

3ammra
71a60paTOpHO
paboThI

Paznea 6.
CpencrBa
AHTUBHMPYCHOM
3amuTthbl (CAB3)

Tect unu
MHUCHMEHHBIN OMPOC

3amura
nabopaTopHoOit
paboThI

Paznen 7.

TK4

11

0-3

11-
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Oo6ecneueHune 14
0e30macHOCTH
HHPOpPMALHHU B
KOMITHIOTEPHBIX
ceTsx
Tect wm 3
MHCbMEHHBIN OIPOC
3amura 8
nabopaTopHOi
paboThI
IIpomexyTouHas oM 3a4yer
aTrrecTanus
(3auer)
Hroroseiii Tect 0-45
2. OuleHOYHbIE MATEPHAIIBI TEKYIIET0 KOHTPOJISL U IPOMEKY TOYHOM aTTeCTAlUN
[IIkaya OLIEHKH pe3yabTaTOB 00YUYEHUs MO IUCUUTUIINHE:
YpoBeHb chOPMUPOBAHHOCTH
WHJIUKATOpa KOMIETEHIUU
. . Hwmxe N
Bricokuii Cpennnii Hwuzkuii
3arutanu- CpEIHETrO
Kon Kon pOBaHHbIC ot 85 10 100| ot 70 1o 84| or 55 10 69 | oT 0 10 54
KOMIIe- | WHIUKaTopa pE3yJIbTaThI
TEHIIMHA | KOMITCTEHIINH 00y4eHus 1Mo Ilkana oueHnBaHms
HCIUTUIUH HEY/I0B-
mcn © YZIOBIIET- YA
OTJINYHO Xopouio JICTBOpH-
BOPUTCIIBHO
TEIJIIBHO
3aYTEHO HE 3a4TEHO
3HATH:
YpoBeHb Munuman | YpoBeHb
YpoBeHb . N
. 3HAHUA B | BHO 3HAHUHN
3HaHUN B
obbeme, JIOMYCTUM | HIDKE
obwewme, COOTBETC i an
TBETCT | BIi MUHHAM
Hpg b COOTBETCT | puo e OBEHb BbHBIX
a0OTHI
OIIK-2.1 p BYIO IIIEM Yio I M N
OIIK-2 COBPEMEHHBIX Hporpamm MporpaMM | 3HAHWH, TpeboBaH
nHGOPMAIIMOHH o €, HMeeT | UMeeT Ui,
bIX TCXHOJIOTUH MECTO MECTO AMEIOT
MOATOTOBK
HECKOJIbKO | MHOTO MECTO
U, 0e3
HErpyObIX | HErpyObIX | IpyOble
01115 (1) 3
odoK OIuO0K OLIHOKHU
OIIK-2.2 BJIAIETh:




[Tpu

HaBBIKAMH [Iponemon | Nmeetcs N
IIICHUN
HPUMCHCHHA [Tpogemon | crpu MHHHAMAJTh I(?TaH DT
1 POBBIX cTpu pOBaHbI HBI Aap
i HBIX
TCXHONOTHH VB | 1y 5pappy 0a3oBbIC Habop sanad  He
PCUICHHA 3a/1a% | yapp iy HaABBIKH HABBIKOB A
npodeccuoHaib MPOJIEMOH
o pu npu Ut
HOU CTpUp
pCIICHUH | PEIICHUM | PEIICHUS
ACHTCILHOCTH € HEeCTAHAap | CTAHJAPTH | CTAHIAPTH | o oot
yaeToM THBIX P BIX 38, :qc BIX 38, all)qc basontle
OCHOBHBIX 6 A A HaBBIKH,
TpeGoBanmii 3az[at61 €3 | HEKOTOPbI | HEKOTOPBI | . "
OImMOOK U | MU MH
nH(OPMAIMOHH MECTO
oii HEJIOYEeTOB | HeJoYeTa | HeJodeTa
6 MU MH rpyoeie
€30IMaCHOCTH OLINOKH
3HATh:
MIPUHIUIIBI,
METOJIBI u
cpencTBa
pemieHus
CTaHJAPTHBIX
3a1aq
npodeccroHab
HOM
YpoBeHb Munuman | YpoBeHb
JIeATeIbHOCTH YpoBeHn . ~
. 3HaHUH B | BHO 3HAaHUHT
Ha OCHOBE | 3HAaHUH B
obbeme, JIOIYCTUM | HIDKE
UH(POPMAIIOHH | 00BEME, .

. COOTBETCT | BIA MUHAMAJT
o W COOTBETET | pors 1eM OBEHb BHBIX
oubnmuorpaduye | Byro ILIEM Y ypoBex

. [porpamMM | 3HaHUM, TpeboBaH
CKOM KyJbTYphI | IPOrpamMMm 9
€, MMeeT | UMeeT Ui,
C IPUMEHEHUEM | €
MECTO MECTO UMEIOT
MH(POpPMAIMOHH | MOATOTOBK
HECKOJIBKO | MHOTO MECTO
o- o, oe3
COMMVHIKALO | OmHGoK HErpyObIX | HErpyObIX | rpyObIe
OIIK-3 | OIIK-3.1 My a OIINO0K OIIMO0K OIINOKHU
HHBIX
TEXHOJIOTHH U C
y4EeTOM
OCHOBHBIX
TpeOoBaHU
MHPOPMALOHH
oM
0e30MmacHOCTU
YMETh:
pewarb IIponemon | IIponemon | Ilponemon | Ilpu
CTaHJapTHBIC CTpH cTpu cTpu pelIeHnu
3a1a4n POBaHBI POBaHbI POBaHBI CTaHIapT
npodeccuoHanb | BCe BCE OCHOBHBIE | HBIX
HOU OCHOBHbBIC | OCHOBHBIEC | YMEHHUS, 3amad  He
JESITeTHHOCTH YMEHUS, YMEHUS, peLIeHBI MPOJIEMOH
Ha OCHOBE | pelleHbI peleHbl TUIIOBBIE | CTPUP
UH(QOPMAIIMOHH | Bce BCE 3aJa4d  C | OBAaHBI
ou U | OCHOBHBIC | OCHOBHBIC | HEIpyObIM | OCHOBHBIE
oubnuorpaduye | 3amaum C | 3ama4d € | U YMEHHUS,




CKOW KyJNBTYpBI | OTACNBHBI | HETPYOBIM | OHIMOKAMU | HIMEIOT
C IPUMEHEHUEM | MU " : MECTO
WH(OPMAIIMOHH | HECYIIECT | OMMOKAMH | BBIIIOJHEH | rpyObIe
o- BE€HH BIMHU | , Bl BCE | OIIMOKH
KOMMYHHUKAIIO | HeJo4YeTa | BBINOJHEH | 33/aHMUs,
HHBIX MU, BI BCC | HO HE B
TEXHOJIOTUH U C | BBIIIOJHEH | 33J]aHHs B | IIOJHOM
y4eTOM BI BCE | MOJIHOM o0beMe
OCHOBHBIX 3ajaHusl B | o0beme,
TpeOoBaHU MIOJTHOM HO
nH(OpPMaIIMOHH | 0OBeMe HEKOTOPBI
o e c
0e30macHOCTH HesoveTa
MH
BJIaJICTh:
HaBBIKAMU
MOJITOTOBKH
0030poB [Tpu
PO, . [Iponemon | Mmeercs P
AQHHOTAITUH, peleHIH
[Mponemon | crpu MUHHMAJIb
COCTaBJICHUS . CTaHaapT
cTpu POBaHbI HbIi
pedeparos, HBIX
POBaHbBI 0a30BbIe Habop
HAYYHBIX 3amad  He
HABBIKH HaBBIKU HaBBIKOB
JIOKJIaJIOB, MIPOJAEMOH
. npu npu ISt
nyOonuKauii U CTpHp
pELICHUH | PEIICHUH | PEUICHUs
oubnuorpadun OBaHBI
HEeCTaHJap | CTaHAAPTH | CTaHAAPTH
1o Hay4HO- 0a30BbIe
THBIX BIX 33/1a4 C | BIX 3a]1a4 C
HCCIIEIOBATEIhC HaBBIKH,
- 3agay 0e3 | HEKOTOPHI | HEKOTOPHI
Kol pabote ¢ UMEIOT
OIIMOOK M | MU MU
Y4ETOM MECTO
. HEJIOYETOB | HeJloyera | Hexodera
TpeGoBaHU rpyObIe
MU MU
MHpOPMAaLIOHH OLIMOKH
o
0e30macHOCTH
3HATh:
OCHOBHBIE BH/IBI
yrpo3
0e301acHOCTH
uHpOpMaIIUU
(opman . YpoBeHb Munuman | YpoBeHb
YSA3BUMOCTEN YpoBeHb . .
. 3HaHUN B | BHO 3HaHUH
WHGOPMAIIMOHH | 3HAHUU B
o0beme, JOMYCTHM | HUXKE
BIX cucTeM, a | oObeMme, .
COOTBETCT | Bl MHHUMA
TAakKE MEPHI M | COOTBETCT | em OBCHL HEIX
OIIK-3.2 cpencTaa BYIO IIEM YIo YPOBEL
. mporpaMM | 3HaHUH, TpeOoBaH
NPOTUBOJCHCTB | IPOrpamMMm 2
€, WMeeT | IMeeT ui,
WSl arakaM Ha | €
MECTO MECTO UMEIOT
WH(POPMAIIMOHH | ITOATOTOBK
HECKOJIbKO | MHOTO MECTO
BIC PECYpPCHI IIPH | H, oe3
HerpyObIX | HerpyOBIX | TpyObIe
NPOEKTHPOBAHU | OIIHOOK
ondoK OLIMO0K oLIMOKH
u, pa3paboTke u
BHEJIPEHUU
MPOrPaMMHOT0

o0ecrieyeHus




uH(pOpMAITOHH
BIX CUCTEM
YMETh:
[Iponemon
a3padaTbIBaTh CTpHU
pasp [Tponemon P
MIPOEKTHO- P POBaHbBI
TEXHUUYECKYIO P BCE [Tponemon
POBaHbI
JIOKYMEHTAIHIO | OCHOBHBIE | CTpH
I MEHUS OBaHBbI IIpu
OCHOBHBIE y ’ P P
MH(POPMAITMOHH MOHIS peIeHBI OCHOBHBIE | PEUICHUU
bIX cucteM ¢ | ’ BCE YMCHHSI, CTaHIapT
pEIICHbI
y4eTOM Bce OCHOBHBIE | PELICHBI HBIX
TpeOOBaHUI 3aa4d  C | TUIIOBBIE 3a7a4  He
OCHOBHBIE
TEKYIIETO samaun HerpyObIM | 33Jla4d  C | IIPOJIEMOH
3aKOHOJATEIILCT u HErpyoObIM | CTpUpP
OT/IEJIbHEI
Ba, - omnOKaMu | M OBaHBI
HOPMAaTHUBHO- , OIITMOKAMHU | OCHOBHEIE
HECYIIECT
MIPaBOBBIX BBLIIIOJIHEH | , YMCHUS,
BEHH BIMH
aKTOB, Bl BCE | BBIIOJIHEH | UMEIOT
HEego4YeTa
CTaHJApTOB W | 3aJaHus B | Bl BCE | MECTO
BE nX ’ IIOJTHOM 3aIaHus Oble
Ay BBIIIOJIHEH A ’ Py
TIPaKTUK Bl Bce o0Beme, HO HE B | OIIUOKH
obnactu HO TIOJTHOM
3aJaHus B
nHGOPMAIIMOHH HEKOTOpBI | 00beMe
. ITOJIHOM
ot e c
o0neMe
0e30MmacHOCTH HeIo4eTa
MHA
BJIAJIETD:
HaBBIKAMH
[Ipu
MIPUMEHEHHSI [Tponemon | NUmeercs p—
IIPOrPaMMHO- IIponemon | cTpu MUHHMMAaJIb P
anmapaTHbIX CTpu POBaHBI HBIIA HEIX P
CpEJICTB JUIA | POBaHbI 0a30BLIE Habop saman He
aHau3a HAaBBIKH HaBBIKU HaBLIKOB
MIPOIEMOH
3AIIMIIEHHOCTH | TIPH pu TSt i
UH()OPMAIIMOHH | PELIEHUN | PELIEHUU | PELICHMs OBI; HE ;
BIX CHCTEM JUIA | HECTAHNAP | CTAHIAPTH | CTAHNAPTH | o
BBIPAOOTKH Mep | THBIX BIX337U C | BIX33/@C | o
NPOTHBOJAECHCTB | 3a7a4 0e3 | HEKOTOpPHI | HEKOTOPHI HMeIOT’
U W3BECTHHIM | OIIMOOK H | MU MHA MECTO
03aM HEIOYETOB | HeJodera | HemodeTa
yrp rpyOble
0e30ImacHOCTH MU MHA
OIINOKH
uHpOpMaIUU

OreHKa «3a4TEHO» BBICTABIIAECTCSA 3a HAOOp 55 OamioB, BBICTABISEMBIX 32
BBITIOJIHEHHE JIA0OPATOPHBIX padOT B CEMECTPE; PEIICHUs] TECTOBBIX 3aJaHUN Ha
JEKIUAX, PEIIEHUSI UTOTOBBIX TECTOB 110 TEOPETUUECKON U MPAKTUYECKON YaCTH.

O1eHKa «He 3a4TEHO» BBICTABISIETCS, €CIM KOJMYECTBO HAOpaHHBIX OaiioB
HE JIOCTUraeT MOPOroBOro 3HaYeHUs 55.



3. IlepeyeHb OLICHOYHBIX CPEICTB

Kpatkas xapakTepHCTHKa OLEHOYHBIX CPEJICTB, MCIOJIb3YEMBIX MPH TEKYIIEM
KOHTPOJIE YCIEBAEMOCTH U MPOMEXKYTOUHOH aTTecTallud OOydaromerocs Io
JUCUUIUIAHE:

HaunmenoBanue Onucanue
OLIEHOYHOT'O Kpatkas xapakTepucTrka OlleHOYHOI'O CPE/ICTBA OLIEHOYHOT'O
cpezacTBa cpeacTBa

Tect no 3HaHME OCHOBHBIX IOHATUN Ilepeuens
paznenam TeMbl/pa3iena/ IUCIUILITHHbI OIpeieIeHUu
(Temam) OCHOBHBIX ITOHATHIA
TEMBI/TUCIATUTHHBI
Otuer no Brinonnenue naboparopHoit pabotsl, 00paboTka [lepeuens 3apanuit
nabopaTopHOi PE3yJIbTaTOB UCTIBITAHUHN, U3MEPEHHI, SKCTIEPUMEHTA. Y BOITPOCOB JIJIst
pabote (OJIP) Odopmnenue oTuera, 3aIUTa Pe3yIbTaTOB 3aIIUTHI
nabopaTOpHOM PabOTHI 1O OTUETY nabopaTopHOit
paboThl, IepeyYeHb
TpeOoBaHUH K
OTYETY
Hrorosslii Tect Cucrema cTaHIapTU3UPOBAHHBIX 33/IJaHUM, Komrnekr
(TecT) MO3BOJISIONIAs aBTOMATU3UPOBATH MPOLIEAYPY TECTOBBIX 3aJJaHHI
M3MEpEHHS YPOBHS 3HAHUN U yMEHUI 00ydaronierocs

4. TIlepeyeHb KOHTPOJIBHBIX 3aJaHUIl MM HHbIE MaTepHUAJbI,
HeoOXoaAMMBbIe /Uil OLCHKHU 3HAHMH, YMECHHH U HABBIKOB, XaPaKTEPU3YIOILIMX
3Tanbl GOpMHUPOBAHMSA KOMIIETEHIIMH B poLecce 0CBOEHUS TUCHMIIINHBI

llpumep 3a0anus

Juis texkymero kourpoass TK1:

[IpoBepsiemass komnerenuus: OIIK-3.1 Pemaer crangaptHeie 3agauu
npoecCUOHANbHON ~ AESATENbHOCTM  HAa  OCHOBE  MH(MOPMAIMOHHOW U
oubnuorpadpuyeckoin KYJIBTYPBI C IIPUMEHEHUEM MH(OPMAIMOHHO-
KOMMYHUKALIMOHHBIX TEXHOJIOTHI

Bomnpoc BapuaHTtbl oTBeTa OrtBer

Kakne wu3 NEPCUYUCIICHHBIX KOMIIOHCHTOB | MOJb30BaTE/IN

I/IH(bOpMaI_[I/IOHHOI/I CHCTEMBbI MOT'yT AKTHBHbIE IIPOIPAMMBI

BBICTYIATh B POJIU CYOBEKTOB?
MPOLECChI

KOMMYTAIIHOHHOE 000PY/I0BaHHE

JMHUY TIepeadyn HHpopmanuu

CriocoOHOCTh yIOCTOBEPATH NMEBIIICE HEeOTKa3yeMoCTh

MECTO AEUCTBUE N EJOGBITI/IG TakK, YTOOBI [1OUTHHHOCTB

STH COOBITHS WM JEHCTBHS HE MOTIIN

OBITh TI037K€ OTBEPTHYTHI ayTCHTHIHOCTR
aJIeKBaTHOCTh

OECJIIOCTHOCTD




Bonpoc

BapuanTsbl oTBeTa

OTtBeT

CBoticTBO HH(DOPMAIIMIOHHON CHUCTEMBI,
00yCIIOBIMBarOIIEe BOZMOKHOCTh
peanu3aiy yrpo3bl 0€30MacHOCTH
oOpabaTbiBacMOi B HEl HHGOpMAITIT

YA3BHMOCTH 0€301acHOCTH HH(POPMALIUH

yrposa 0ezonacHocTd HHHOpMaLUH

puCK HHPOPMAITMOHHOH 0€30MaCHOCTH

aTaKa Ha KOMIIBIOTCPHYIO CUCTEMY

WHIUICHT NHPOPMALIMOHHOW 6€301MacHOCTH

JleATenbHOCTh 10 NIPEAOTBPALICHUIO | 3aATA HHGPOPMAHH

YTCUKHM  3alMIIaeMoOil  MH(pOpMaruHy, UHPOPMALMOHHAS OE30IIACHOCTh

HECaHKIIMOHHPOBaHHBIX " 5

HETIPETHAMEDEHHBIX  BO3IEHCTBUE  ma | YMPABICHHE GE30MACHOCTDIO uH(pOpMAIIU

3aIIMIIaeMyI0 HH)OPMALIUIO — 3TO MEHEDKMEHT HH(POPMATOHHON
0€3011aCHOCTH

DNeKTpOHHAs HOAIHUCH, KOTOpasi | MpocTasi 3J1eKTPOHHAsI MOANUCH

MOCPE/ICTBOM  UCTIONL30BAHMS  KOJOB, | yeyennas a1eKTpOHHAS MOIHACH

napoJei WU WHBIX CpenCTB

noaTBepkmaeT  (akr  (opmupopanus | Y CHICHHAT KBaIMUIMPOBAHHAL

NIEKTPOHHOH TIOIMHCH  ONpeeeHHbIM | ok POHHAA HOANHUCH

JIMLIOM yCUJICHHAsI HeKBATU(PUITPOBaHHAS
AIICKTPOHHAS MOJIHCh
yCUJIEHHAS TIPOCTAst 3JICKTPOHHAS TTOIIHCH
NpOoCTast HeKBATH(DUIIMPOBAHHAS
AIIEKTPOHHAS MOJIIHCh

Kakoe ©3 mepedyHcieHHBIX  CETEBBIX | KOHIIEHTPATOP

YCTPOHCTB MOKET BBINOIHATh (GYHKUMH | o ApUIPYTH32TOP

MEKCETEeBOI0 dKpaHa?

KOMMYTaTop 3 ypOBHS

pETpaHCIIATOP

KOMMYTAaTop

MEJIMaKOHBEPTEP

Cpenn MIEPEYUCIIEHHBIX MIYHKTOB
BBIOCpHUTE JCHCTBUSA, IS COBEPIICHUS
KOTOpBIX JIOJDKHA OBITh MpeaHa3HaueHa
nporpamma, YTOOBI CUMTAThCS
BPEIOHOCHOM  (COTJIacCHO  ONpeAETICHUIO
BpPEIOHOCHOW TPOrpaMMbl U3 YTOJOBHOTO
kojekca PD)

HECAaHKIIMOHUPOBAHHOE PACIIPOCTPAHEHUE
uHpopMauu

BBIBOJ] U3 CTpOsi KOMITIOHEHTOB MIC

HECAHKIUOHUPOBAHHOC YHUYTOKECHUEC
uHpopmanun

nouck ysizsumocteit B IC

HEeMTPAIH3alUsA CPEACTB 3aLHUThI
KOMIILIOTEPHOM MH(POPMALMHU

K kakoii rpynmne yrpo3 mHGOpPMAIMOHHON | MpOrpaMMHbIE
0e30macHOCTH OTHOCHTCH | anmaparhere
ne3uHpopmanus, COKPBITHE WA
UCKa)keHue nHpopMaru HH(OpPMALHOHHbIe
CUCTEMHbIE
BHEIIHHE
OcoOplii  BHA ~ OTHOWEHMH — Mexay | MudopmanuonHas BoiiHa
rocyJapcTBaM, IpH  KOTOpOM  JUIf




Bonpoc

BapuanTsbl oTBeTa

OTtBeT

pasperieHus CYIICCTBYIOIINX
MEXTOCYIapCTBEHHBIX IPOTUBOPEUHIA
UCTOJNB3YIOT-CSI  METOJbI, CpEICTBA U
TEXHOJOTHH CHJIOBOTO BO3JCHCTBUS Ha
MH()OPMAITMOHHYO chepy ITHX
rOCy/1apCTB

Texnonorus mudpoBanus Bcen
uH(pOpMAaINH, Pa3MELICHHON Ha )KECTKOM
JIMICKE JUIS 3alIUTHI OT YTEUKH JTaHHBIX,
paspabotanHas Komranue Microsoft

BitLocker




st rekymero kourpoast TK2:

[IpoBepsiemass kommereHiusi: OIIK-3.1 Pemaer crangapTHbie 3aa4yu
npoecCHOHabHON ~ ACATENBPHOCTH  HAa  OCHOBE  WH(MOPMAIMOHHOW U
ounbmuorpaduyeckoin KYJIBTYPBI Cc MIPUMEHEHUEM nH(})OpPMAITMOHHO-

KOMMYHHKAaIIMOHHBIX TEXHOJIOT UM

CO3JIAIOIINX TOTCHIUAIBHYI WU PEabHO
CYIIECTBYIOIYI0 ~ OMAaCHOCTh  HAapyIICHHS
0e301acHOCTH HH(POPMAITH

Bomnpoc BapuanTbl oTBeTa

AKTyaqbHOCTh M HENPOTUBOPEYUBOCTD | HEJTOCTHOCTD

uHbopMalnMu, €€  3alMIIeHHOCTh  OT JIOCTYITHOCTD

paspylleHuss U HECaHKLHOHUPOBAHHOIO

H3MOHCHIIS KOH(UIEHIIUAILHOCTD
HEOTKa3yeMOCTb
aJIeKBaTHOCTh

CoOBOKYNHOCTh  YCJIOBUH WIM JACHCTBUI, | yrpo3a 6e30nacHOCTH HH(pOpMALHHT

pHUCK Oe3011acHOCTH MHGOPMAITUU

ySI3BUMOCTH 0€301MacHOCTH HH(POPMAITUH

aTaka Ha HH(QOPMAIIMOHHBIE PECYPCHI

Ycranosure COOTBETCTBUE
TIOHSATUSAMH U ONIPEICTICHUSIMH:

MEXTY

1) npoueaypa pacnosHaBaHuWA cybbekTa no
ero uaeHtTuouKaTopy

2) npoBepKka MNOAJIMHHOCTU
[AaHHBIM MAEHTUDUKATOPOM

cybbekta ¢

3) npoueaypa NpefoCcTaBieHUA 3aKOHHOMY
cybbeKTy, yCrnewHo npoweaLemy
naeHTUdMKaumo n ayTeHTUPUKauULo,
COOTBETCTBYHOLLMX NMONIHOMOYNIA n
ZAOCTYMHbIX PECYPCOB CUCTEMDbI

aKTHuBalys

BepUpUKALIUS

ABTopu3zanus (3)

Nnentudpukanus (1)

AyrenTHuKanus (2)

BpenonocHass mporpaMma, HCIOJIB3YOLIAs
JUIL CO3/IaHUSl CBOUX KONHUM Ha Jpyrux
KOMITBIOTEpPAaX CETEBBIE PECYPCHI U CEPBUCHI,

ciydep

TPOSIHCKasl [TporpaMmma

pa3Mepa IyTeM BBIIIOJIHEHUS
Kpunrorpaguueckux npeoOpa3zoBaHuil
BBIUUCIISICTCS JalJKecT (PUKCUPOBAHHOM
JUIMHBI, OAHO3HAYHO COOTBETCTBYIOILIEE
UCXOJHBIM JaHHBIM

Ha3bIBACTCS ‘1epBb

09K 1I0p

OKCTIIONUT
MeToa KpUITO3alIUThI, TIPEACTABISIFOIINI XelHupoBaHue
co00i KOHTPOJIbHOE NMPeodpazoBaHue KPUTITOAHATH3
WHGOPMAIINH: U3 TAHHBIX HEOTPaHUIEHHOTO

creranorpagus

SJICKTPOHHAS IMOAIIUCH

ayTeHTU(UKALIUS

Kakoit Bug MD 10omOJHIET SKpaHUPYONIUH
MapmipyTu3atop  GyHKOHSIMH  KOHTPOJIS
BUPTYaJIbHBIX COCIWHEHUW U TPAHCIALUU

SKPAHUPYIOUIUHN IUTIO3

MaKeTHBIA QUITBTP

IILTIO3 CEAHCOBOTO YPOBHSI




Bomnpoc

BapuanTbl oTBeTa

BHyTpeHHUX [P-aapecos?

IIPUKJIATHON LUTIO3

AKPaHUPYIOUINI MapLIpyTU3aTOP

BpenoHocHass mporpamMma, peanau3yrolas
HECAaHKIIHOHHUPOBAHHBIC JCHCTBYS,
HaInpaBJICHHbIC HA HAPYIICHHE OE30MaCHOCTH
HUC, 6e3 co3maHus COOCTBEHHBIX KOIIHH,
Ha3bIBACTCS

BpPEJIOHOCHOM yTWJIMTOM

CCTCBLIM YCPBEM

03K10pOM

TPOSIHCKOM NporpamMmoii

baynepom
K kakoii rpymme yrpo3 uHGOPMAIMOHHOH | anmapaTHble
0e30nacHOCTH OTHOCHUTCS ~ HE3AKOHHOC | (poran i o
KOIIMPOBAHKE JAHHBIX B MH(OPMALIU-OHHBIX
cucreMax BHCIIHHC
IIPOrpaMMHBIE
HH(OPMaALHOHHBIE

Mepsb! 3auuThl HHQOPMALIUH, OTHOCSIIHECS
K OPTaHM3alMOHHBIM MEPOIIPUATUAM

(GuIbTPHI, SKpaHbl Ha anmnapaTypy

YCTaHOBKA CPEJICTB AaHTUBUPYCHOM 3aILUTHI

QJICKTPOHHBIC KJIIFOYM Ha MUKPOCXEMaAX

OrpaHUYCHHEC T0CTYIIA JIMI B KOMIILIOTEPHbLIE
NnMoMeICHus

XpaHeHHe HOCHTeJIel U YCTPoiicTB B ceiide

ITonp3oBarens, 001aAaOMIMNA IPABOM YTEHUS
KypHaia  0€30MacHOCTHM  ONEpalMOHHOM
CHCTEMBI

ayJIuTop




st rekymero kourpoJast TK3:

[IpoBepsiemass komnereHuus: OIIK-3.2 VYyuTeiBaeT mnpu pelieHud 3aaay
npo(hecCHOHANBHOM JACSITEHOCTH OCHOBHBIE TpeOoBaHMs K WH(GOPMAIMOHHON

0e30macHOCTU

Kacarommecsi TpeOOBaHHWA K ayIuTy
coOwiTuii B OC

Bomnpoc BapuanTbl oTBeTa
Kakas ¢pyHKIMs Mex)ceTeBOro 3kpana | KIIIMPOBaHUE
MO3BOJISIET CKPBIBATH TOTIOJIOTUIO TPAHCJISALHA CeTeBbIX aJpecoB
BHYTpPEHHEH CeTH OT BHEIITHUX UACHTUDUKAIUSL
oJIb30BaTesen? aJIMUHUCTPUPOBAHNE
ayTeHTU(UKALUs
BeiGepute  BepHble  yTBepaeHwus, | Jl0OaBIATH  3amuMcu B OKypHal — ayAuTa  MOXKET

orepanroHHasd CUCTCMa U AAIMUHUCTPATOP

PenaktupoBarh WM yOalsATh OTACIBHBIC 3allUCH B
JKypHaJIe ayIuTa He MOXET HU OJIMH CYOBEKT JA0CTyIIa,
kpome camoit OC

IIpocmaTpuBaTh :KypHaJd ayauTa MOIYT TOJIBKO
N0JIb30BaTe/ M, 00JaJaliue COOTBETCTBYIOLIEH
NpUBUIIErHen

OnepanuonHas cucTeMa HE JOJDKHA IOAJEPKUBATh
BO3MO>XKHOCTb COXPAaHEHHUs JKypHAJa ayauTra Iepen
OUYHUCTKOH B IpyroM aiine

Ouynmare  KypHaa  ayauTa  MOIYT  TOJIBKO
M0J1b30BATEIH-Ay AUTOPBI

IIponenypa npoBepKH MOTMHHOCTH ayTeHTH(PUKALUA

BXOJISIIIIETO B CUCTEMY OOBEKTa

(mosip30BaTels, mpouecca Uin

YCTpOICTBa), IPEBSIBUBILIETO CBOU

UACHTU(UKATOP HA3bIBACTCS

Bribepute BepHbIE yTBEP)KICHUS CummerpuuHoe  mM@poBaHME  MMEET  BBICOKYIO
CKOpOCTh MHK(POBAHUS, HO CIOXKHO B peaTu3aIiu
CumMerpu4yHOe mM(ppOBaHME MNPUMEHHMO JUIA
KM (PPOBAHUA JAHHBIX IPOU3BOJIbHON NJJIHHBI
[Tpu CUMMETPUYHOM m@poBaHuN nepegaqya

CCKPCTHOT'O KJIK0Ya MOKCT OBITH OCYHICCTBJICHA II0
06H.ICI[OCTy1'IHLIM KaHaJlaM CBA3U

[IpoGnema pacnpenenenus  kimoued  mmdpoBaHUs
MEX/y IOJIb30BATENsIMU TMPUCYTCTBYET TOJBKO JUJIS
aCMMETPUYHOTO MIU(PPOBaAHUS

Pasznoxenne mMaTpuipl qoctyma no
CTPOKaM IMO3BOJIACT IMOJTYYHUTh

MaHJAaThbl BO3MOKHOCTEH

JIOMEHBI 0€30IIaCHOCTH

MaHIAThI IIOJTHOMOYHHI

JIOMEHBI IIpaB JI0CTyTa

CIUCKU TpaB JOCTyma

[Iporokon SSL wucnonb3yercs mist
3alIMThl  MHPOPMAIMOHHOTO OOMEHa
Ha

TPAHCIIOPTHOM YPOBHE

CeaHCOBOM YPOBHe

CETEBOM YpOBHE




Bonpoc

BapuanTbl oTBeTa

MIPUKJIATHOM YPOBHE

VYkaxute Bce CBONCTBA CUTHATYPHOI'O
aHaJln3a, KOTOPbIE MOXXHO OTHECTHU K
€ro HeJloCTaTKaMm:

[IPU YCIICIITHOM OTIPEICTICHUH, JICUCHUE «3apaKCHHOTOY»
00BEKTa YaCTO HEBO3MOXKHO

He MO3BOJIsIET 00HAPYKUBATh HOBbIE BPEIOHOCHbIE
NPOrpaMmblI

TpedyeT 3HAYUTEIbHBIX YCHJIMII 10 00HOBJICHHIO 0a3
CHUTHATYP

CKIOHEH K  OOJbIIOMYy
BPEIOHOCHBIX IIPOrPaMM

KOJIMYECTBY  IIPOITyCKOB

CKIOHEH K  OoJbIIoMy
cpabaThIBaHHIA

KOJIMYCCTBY JIOKHBIX

K KaKoi rpyIie yIrpo3
MH(POPMAIIMOHHOM 0€30MacHOCTH
OTHOCUTCSI IlepexBaT HMHpopManuu B
JVHHSX CBSI3U

TEXHHYECCKHE

aIrrapaTrHbIC

IIPOrpaMMHBIE

¢uznyeckue

MH(pOpMaIOHHbIE

Breibepure  Mepsl 1O 3ammTe
UH(OpMAIHH, OTHOCSIIIIHECS K
TEXHUYECKIM

KJII0Y J1JIA 6J'IOKI/IpOBKI/I KJIaBHaTYpPbI

3JICKTPOHHBIC KJIIOYHX HA MUKPOCXeMax

MApPOJIBHBIN TOCTYH — 3aJJaHUE MIOJTHOMOYU I
I10JIB30BATEIS

(pUIbLTPBI, IKPAHbI HA ANNIAPATYPY

ycTpoiicTBa ayTeHTU(PMKAIIUH

[Ipu u3bupaTenbHOM pa3rpaHUYEHUN
JIOCTYTIa IaHHOE TIOHSTHE ONpeeisieT
Habop 0OBEKTOB U TUIIOB ONepalui,
KOTOPBIE MOTYT ITPOU3BOAUTHCS HAJ|
KaX/1bIM 00bEKTOM ONePal[HOHHON
CHCTEMBI

MaTpulia J0CTyTia

JIOMEH 0€30MACHOCTH

OOMEH MOJIHOMOYUI

MaTpula MaHI1aToOB

JOMCH O0CTYyIIa




st rekymero kourpoJst TK4:

[IpoBepsiemasi KOMIIETEHUUS:
npoecCHOHANBHON  IeATeTbHOCTH

OIIK-3.2 VYyuTeiBae€T Npu pELICHUU 33134
OCHOBHBIE TpeOoBaHMs K WH(GOPMALMOHHON

0e30macHOCTU

Bomnpoc

BapuanTbl oTBeTa

Ha xakux ypoBnsix moaenu OSI
(hOpMUPYIOTCS BUPTYaIIbHBIC 3AIIUIIICHHEIC
KaHaJIbl NIepelayul JTaHHBIX ?

CEaHCOBLIN

KaHAJILHBIA

MpeICTaBICHUS

ceTeBoi

MPUKJIIQTHON

MeTton oOHapyKeHHs BPEJOHOCHBIX
MporpamMm, CyTh KOTOPOTO 3aKJIFOYAETCS B
MOKMCKE YYaCTKOB KOJIa UCIIOTHIEMOT0
00BEKTa, OTBEYAOIINX 32 KOHKPETHBIE
BPEIOHOCHBIE JIHCTBUS, HA3bIBACTCA

KOMIIJICKCHBIM aHaJIM30M

MCTOAOM TOYHOI'O ITOMCKa

OBPUCTHUYCCKUM aHAIIN30M

CUTHATYPHBLIM aHAJIN30M

MCTOIOM SMYJIAIUU KOJa

Haspanne aTakKu Ha IIPOTOKOJIbI
ayTeHTU(UKAINNA, B KOTOPOU IOJIH30BATEIb
IBITAETCS BBIAATh CE0sl 32 APYTOro C LENbIO
IIOJIyYEHHsl IOJHOMOYMM M BO3MOKHOCTH
JEUCTBHN OT JIMLA IPYTOro MOJIb30BATENS

Mackapaza

Wudopmanus B 31eKTpoHHOH (popme,
KOTOpasi IPUCOEIMHEHA K IPYTOil
uH(pOpMaIHU B 3JIEKTPOHHOM (hopme miu
MHBIM 00pa3oM CBsi3aHa C TaKOU
uHpopManuei U KoTopast UCHOIb3YeTCs AT
OIIPEEICHNUS JINIA, TTOIIHCHIBAOIIETO
MH(pOPMAIHIO

CepTH(bHKaT KJIT0O4a IMPOBCPKU BHCKTpOHHOﬁ
oAU CHU

IJICKTPOHHASA MOAIIUCH

KJIIOY 3J'IeKTp0HHOI7I HOAIMHUCH

KBAJIM(HUIUPOBAHHBIN cepTUPUKAT

KJIFOY MPOBEPKU AIEKTPOHHON MOAMUCH

CumMmeTpuyHoOe M (ppoBaHNe NPUMEHUMO 1JIs1
U (pPOBaHUA JAHHBIX IPOU3BOJIbLHON NJIHHBI

[lpu cummerpuyHoM wmMdpoBaHUU Tepenadya
CEKPETHOTO KIF0Ya MOXET OBITh OCYIIEeCTBICHA
0 OOIIEAOCTYTHBIM KaHajlaM CBS3U

[IpobGnema pacipeneneHus kitoden mubpoBaHus
MEXy MOJb30BATEISIMUA MPUCYTCTBYET TOJIBKO
JUTSL ACUMMETPUYHOTO MIH(POBAHUS

Bun snekTpoHHOM MOANMCH, TTO3BOJISIOIIUN

OpraHM30BaTh  IOPUINYECKH  3HAYUMBIN
ANIEKTPOHHBIN JIOKYMEHTO000pOT c
MapTHEPCKUMU  KOMIIAHUSAMH, OpraHamMH
roCyJJapCTBEHHOM BJIACTH 5

BHEOIO/DKETHBIMH (POHIaMH

KBAJIM(PUIUPOBAHHAS 3JIeKTPOHHAS NOANUCH

pocTas 3JICKTPOHHAA INOAIINCH

HeKBaHI/I(l)I/IHI/IPOBaHHaH OJICKTPOHHA ITOAINUCH

pacipeHHast dJEKTPOHHAS MOAHCH

B3anmnas ayreHTH(UKaLNS 00€UX CTOPOH B
SSL BeImONHSAETCS MyTEM

OoOMEHa OTKPBITHIMH KJIIOYaMH CHMMETPUYHOTO
muppoBaHus

o0MeHa un¢poBbIMH ceprupuxaramu
OTKPBITBHIX KJIIO4Yeil MoJib30BaTesieil (KJIMeHTa
" cepBepa), 3aBepPeHHbIMU undposoii
MOANMCHI0 CHEHUAIBHBIX CePTHPUKAMOHHBIX
LEHTPOB




Bonpoc

BapuanTbl oTBeTa

00MeHa OTKPHITHIMH KITFOYaMHU aCCUMMETPHYHOTO
mupoOBaHUs

oOMeHa ciTydaifHO CreHepHUpOBaHHBIMH apOJISIMU

K kakoli rpy1re yrpo3 OTHOCHTCSA
BHEJPEHUE «BUPYCOBY, AllIIapaTHBIX U
IIPOrPaMMHBIX 3aKJIaZIOK

arapaTHbIC

busnueckue

UH(POPMAIMOHHBIE

TEXHHUYCCKHUEC

NporpaMMHbIe

JIx000i1 AIeMEHT OnepaliOHHON CUCTEMBI,
JOCTYII K KOTOPOMY I0JIb30BaTeseH 1
JIPYTUX CyOBEKTOB JIOCTYIIa MOXET OBbIThH
MIPOU3BOJILHO OTPaHUYEH (€CITH OTBET
COCTOMT U3 OOJIBIIIE YeM OJIHOTO CIIOBA,
HAITUILUTE CJIOBA yepe3 mpoben)

00BbeKT J0CTynA

CyOBeKT, KOTOPOMY ITPUHAIICKUT OOBEKT
OIIEPALIMOHHON CUCTEMBI U KOTOPBIN HECET
OTBETCTBEHHOCTH 32 KOH(PUICHIIUAILHOCTD
coJiepkaiieics B 00beKTe HHPOpMAIIHH, a
TaKKe 3a [EJOCTHOCTh U JIOCTYITHOCTb
0o0beKTa

BJIajJeJ1el

CpenctBo 3amuThl, uenonb3dyemoe B OC
Windows st CHU)KEHHS pUCKa yCTAHOBKH
BpenoHOCHBIM 10 HexenarenbHOU
MIPOTpaMMBbI HJT BHECEHHSI OTTACHBIX
W3MEHEHUHN B CUCTEMY.

Windows Filrewall

Action Center

Windows Filtering Platform

PowerShell

User Account Control

Jl1si IpOMeKyTOYHOM aTTecTalum:

[Ipumeps! 3ananuii:
1. MaHo:

- IOMyCTUMasi BEPOSITHOCTh T10100pa mapoist 3inoyMeltuieHHukom 0,0277972
- CKOpPOCTh 10100pa Maposis 3M0yMbIIIIEHHUKOM 493 naponeii(-s1) B MUHYTY
- CpOK JercTBUs naposs 17 quei(-s)

- MOIHOCTH andasuTa naposst 49 cuMBOJIOB

Haiitu nimuHy naposisi, COOTBETCTBYIOIIYIO 33/IaHHBIM YCIOBHSIM.

2. llaHo:

- IOIyCTUMas BEPOSTHOCTH To100pa naposst 3noymbinuienarkoM 0,0000148
- CKOPOCTh IMOJ00pa MapoJis 3JI0yMbIIUIeHHUKOM 493 maposiei(-is,-71b) B

MUHYTY




- cpok AeiicTBus mapos 1 Heaenn(-51, -1)

- MOIIIHOCTH ayipaBuTa T1aposist 49 CHMBOJIOB

Haitru:

- JUTMHY TIApOJIsi, COOTBETCTBYIOIIYIO 3a/JaHHBIM YCIIOBHSIM.

OTBET NOTKEH OBITH LIEJIBIM YHCIIOM.

3. HaH 3ammdpoBaHHbIN TEKCT "OIIBYITHBUBTTH"

Kakoe kitoueBoe CIOBO OBLIO HCIIOJNB30BAHO, €CIIM HUCXOAHBIA TEKCT
"ayTeHTUdUKAIUA".

4. Ammuca mepenaina boOy oTkpeiTeiii kimiou (7,143). bo6 orBetmn Amuce
3amu(poBaHHBIM cooOmeHneM 135",

EBa nepexBartuia cooOiiieHre v Mpou3Besia Ha HETO YCIICITHYIO aTaky.

Hamummmre B KauecTBe OTBEeTa HCXOJHOE cooOmieHne boba (uuciao 6e3
KaBBIUEK).

5. bo0 nomyuun ot Anucel Tpu uncna: p = 19, g =35, A = 6. bo0 BbIOpan cBoi
3aKpBITHIN K04 b = 7 1 oTnpaBuil AjlMce OTKPBITHIA K04 B, a Takxke paccuurtan
oOmuii cexpetHsbIil kitou K. Paccuunraiite B u K.

OtBert 3anummTe 6e3 MpoOeIoB YMCIaMH Yepes 3arsiTyio B popmare: B,K
6. PacnipocTpanenue BIMSHUS OJHOTO 3HAKA OTKPBITOIO TEKCTAa HA MHOTO 3HAKOB
mUGPTEKCTA, YTO MO3BOJISIET CKPBITh CTATUCTUYECKHUE CBOMCTBA OTKPHITOTO TEKCTa
Ha3bIBACTCA
7. - TIpeArojiaraeT WCIOJIb30BaHUE TaKUX MUDPYIOIUX
npeoOpa3oBaHuid,  KOTOpPHIE  YCIOXHSIOT  BOCCTAHOBJICHME  B3aWMOCBS3HU
CTATUCTUYECKUX CBOMCTB OTKPHITOTO U MU(POBAHHOTO TEKCTOB
8. TlposiBneHre 3aBUCUMOCTH BCEX BBIXOJHBIX OUTOB IMIM(PPOTEKCTa OT KaXIOTO
BXOJHOTO OMTa OTKPBITOIO TEKCTA Ha3bIBACTCS b dexTom
9. VYcraHoBUTE€ COOTBETCTBHE MEXKIY THIAMU KPUOTOCUCTEM U  BHUJIAMH
Kpunrorpaduueckux npeoOpa3oBaHHi

1) OeckiroueBbIC a) XCIIMPOBAaHUEC
2) OJTHOKJTFOYEBBIC b) cummerpuuHoe mudpoBaHue
3) ABYXKITIOUCBBIC C) acUMMeTpUYHOE IIHppoBaHHe

10. VYcraHoBuTe COOTBETCTBHE CTaHAAPTOB MIM(PPOBaHUS M  KOJIUYECTBA
UCIOJIb3yEMbIX B HUX PayHI0B IIU(POBaHUS

1) AES128 a) 10 paynmaos
2) AES192 b) 12 paynnos
3) AES256 Cc) 14 paynnos
4) DES d) 16 paynmaos
5) 3DES e) 24 paynna

f) 48 paynmos
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